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1. Hfit CIEBEFETFMISRIR.

2. ¥R GDB Vg iy k.

3. B C gmikas A2 nln) x86-64 HLARAURY, FRARAIRIESRI G EATG OB, SRSt

Z. RSB

. ERRE AT H: MobaXterm (Hi45#%: 10.120.11.12, x86-64 MiA)
. BAERSE: Linux

. WX TH: GDB

. BCgw T H: Objdump

—

>~ W Do

=, KBRNE

3% buptl 454w, 7E home H3k T A LAFRE Evil L% AR E B & A —4> bomb, 24
AT, BEREORIREA— DA, AERIER, WPEAT—X, GREEORIREA T — D75
B I, KRS SIREE, TR I M RS AR A E R P, ARSI
SRARALZE 1 S S A58 ] TARRS bomb ST STHFBEAT 204, FRENIEBHAY AT B R MRRR XA HY
ySL

A S 1 SR A HI PR A 22 R R TRER — > “Dbinary bombs”  SRHG 3 X FR P RIML 8RR |
CgwiE . A A e TARSE Oy T B S R AERY %48, “Dbinary bombs” J&—1> Linux 7J
Ry, W& T 5P (HiRR) . MEHUEAT R DB BEESR IR A — M E T, URIY
AT AR BUNRHEA, ZHT B E i pcR RS 15 5 IR B AE”, FTE Rt “BOOMI”,
YESRR) BRI BB 28 T LA AR B S — R 0T, YRR IOEHS

Ky sE B BE R ERYRRAT 5, TR gdb P objdump K SIC 4% bomb X, WI LA
FOD IR BRI — B Ba L as A, ] AR e SO gm0, 3 — D g i 5 U AT
NEAE, BRI BOEERHR IR E TR R BAR AT . S50 2 YRR N DL SEE 2 B

M. SERAPTREELR T
(—) e A



1. flHE
S Ui, RS R A RS 4.
HId 1s v 24 2 H % N B bomb102.tar 3L, Hi A fir 2 tar —xvf bomb102.tar f#H,
bomb102 A3 K HA iy =4~ 3¢fF: README, bomb.c Al bomb R 447 3014,

2022211073@bupt1:~§ tar -xvf bomb102.tar
bomb102/README

bomb102/bomb. c
bomb102/bomb

1. BEFRS=ANXG

2. WIHEF RS
i A2 cat README, & README N Z. NaimgUiae.

2022211073@buptl:~/bomb102$ cat README
This 1s bomb 102.

It belongs to 2022211073 (bupt2022211073

2 .README 4%
By N4 vi bomb.c, A bomb.c JEAIINZ. BFE G AL wqliR i vi dnfE#s.

*infile;

main( argc, *argv[]1)

*1input;

&

£l



if (argc =
infile =
i

else if (argc = 2) {
if (!(infile fopen(argv £
printf( : Error: C
exit 3

printf(’ %s [ file>]\n", argv[0]);
exit(8);

initialize_bomb( );

printf(
printf(

input = read line();
phase_1(input);
phase_defused( );

printf("P

input = read_line();
phase 2(input);
phase_defused();
printf("T s numbe

input = read_line();
phase_3( input);
phase _defused();
printf(

input = read_line();
phase 4(input);
phase_defused();
printf("s

input = read _line();
phase_5( input);
phase defused();
printf( work

input = read_line();
phase 6(input);
phase_defused( );

FeLURNNE:;

3~5.bomb.c XHERE



WLZZ bomb.c WEICME, KIE— B2 BTV read_line BEURM A —1T74F, FENS
Ht% 3| phase_x BRELH . JHIX —REAER M HIBT I AR S &5 (8%, JEMRARIE) . 7
AN, BB B EE W HTER 2 IUAT phase_defused pE%L, TEHARF.

3. VIBEEN G
#y A2 gdb bomb HEA gdb Hil#s, Hi A4 disas phase_defused, #r#& phase_defused pA
B g s, RS B AR .

Dump of assembler code for function phase_defused:
<+0>: sub $0x78,%rsp
<H4>: mov %fs:0x28,%rax
<+13>: mov %rax,0x68(%rsp)
<+18>: xor %seax,%seax
<+20>: mov $0x1,%ed1
<+25>: callq <send_msg>
<+30>: cmpl $0x6,0x202fa5(%rip) # <num_input_strings>
<373 jne <phase_defused+148>
<+39>: lea 0x10(%rsp),%r8
<+44>: lea 0xc(%rsp),%rcx
<+49>: lea 0x8(%rsp),%rdx
<+54>: mov $0x4029b7 ,%es 1
<+59>: mov $0x6048b0,%ed 1
<+64>: mov $0x0,%eax
<+69>: callq <_ 1s0c99_sscanfeplt>
<+74>: cmp $0x3,%eax
<A+77>: jne <phase_defused+128>
<+79>: mov $0x4029c0,%es 1
<+84>: lea 0x10(%rsp),%rdi
<+89>: callq <strings_not_equal>
<+94>: test %seax,%seax
<+96>: jne <phase_defused+128>
<+98>: mov $0x402818,%ed1
<+103>: callq p @
<+108>: mov $0x402840,%
ralilsy callq <p
<+118>: mov $0x0,%eax
<+123>:  callqg <secret_phase>
<+128>: mov $0x402878 ,%ed1
<+133>: callq
<+138>: mov
<+143>: callq
<+148>: mov 0x68(%rsp),%srax
<+153>: xor %fs:0x28,%rax
<+162>: G <phase_defused+169>
<+164>: callq <_ stack_chk_faileplt>
<+169>: add $0x78,%rsp
<+173>: retq

6: phase_ER EUC ZRLHD
AP RIRE T 12317, AR X FETR A% secret_phase HIBkEE AT .

<+123>: callq <secret_phase>

7 -phase_BR$ 123 {TC4R1ET)
30 AT ELRTEA], 123 AT45 I AL AR SE AN E=6 IR BEEE S return (148 175 %
AN return) . (H ISR EIGHIE,

<+30>: cmpl  $0x6,0x202fa5(%rip) # <num_1input_strings>

<+37>: L <phase_defused+148>

8 :phase_R %1 30 1T/ 4RiET)
() BrBel

1. BRI SR 0t



iy A2 disas phase_1, A7 phase_1 FJZmAtHS.

(gdb) disas phase 1
Dump of assembler code for function phase 1:
<H+0>: sub $0x8,%rsp
<H4>: mov $0x402630,%es1
<+9>: callqg <strings not equal>
<+14>: test %eax,%seax

<+16>: je <phase 1+23>
<+18>: callq <explode_bomb>
<+23>: add $0x8,%rsp
<H+27>: retq

End of assembler dump.

& 9.phase_1 L 4RILHD
WEEEA T, AREMZI A B4 KA R 1 0x402630 ALPEFEA esi, 5 edi (phase_1)
(R4 AT — A% A RREK strings_not_equal, #FiRIE1N 0, UERIAHSE, Bki%E] 2317, HWAE
BRIRIE.
2. BRI
M ESCOMTRI A, FEEHITE 0x402630 ALHME, EHERTHREHA.

A2 x /s 0x402630, LAFAFERIE AR LN 7475
(gdb) x /s ©x402630

"In 2012, BUPT officially started the construction of new ShaHe campus.
10:0x402630 AN 7F &R

3. KEMAA
TE (1) WICgRTE4 P, 3 explode_bomb FAETS HVEMERYE, BRI AT 7E I bR Bl By
R, B IRE B R KETR A

iy A A2 break explode_bomb, B W&,

(gdb) break explode bomb
Breakpoint 1 at

B 11 IREN R
4. WIETT, PRERBYBr—ETH
ZE FArAT, B AFE2 run 1E gdb HBiTREF . WA G E TR, BRI B KERAR R .

A ctrl-c, LILRRFF, QRSERIR T —Fr Bk,

(gdb) run

Starting program: /students/2022211073/bomb162/bomb
Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

In 2012, BUPT officlally started the construction of new ShaHe campus.
Phase 1 defused. How about the next one?

{0

Program received signal SIGINT, Interrupt.

B 12 AFBRBTER 1 K

(=) BrBe2



BRI A S04
# A2 disas phase_2, B HIZEAEIIC S,

(gdb) disas phase 2
Dump of assembler code for function phase 2:
<+0>: push  %rbp
<H1>: push  %rbx
<H2>: sub $0x28,%rsp
<+H6>: mov %fs:0x28,%rax
<+15>: mov %rax,0x18(%rsp)
<H+20>: xor %eax ,%seax
<A+22>: mov %rsp,%rsi
<+25>: callg <read_six_numbers>
<+30>: cmpl  $0x0, (Ssrsp)
<H+34>: jns <phase_2+41>
<+36>: callq <explode_bomb>
<H41>: mov %rsp,%rbp
<H44>: mov $0x1,%ebx
<+49>: mov %ebx ,%eax
<+51>: add 0x0(%rbp) ,%eax
<+54>: cmp %seax, 0x4(%rbp)
<+57>: je <phase 2+64>
<+59>: callq <explode_ bomb>
<+64>: add $0x1,%ebx
<H+67>: add $0x4 ,%rbp
<H71>: cmp $0x6 ,%ebx
<A+74>: jne <phase_2+49>
<+76>: mov 0x18(%rsp) ,%rax
<+81>: xor %fs:0x28,%rax
<+90>: je <phase_2+97>
<+92>: callq <_ stack_chk_fatil@plt>
<+97>: add $0x28,%rsp
<+101>: pop %rbx
<+102>: pop %rbp
<+103>: retq
End of assembler dump.

13. phase_2 JC4RLAD
BRI, HAMZEIA N : AN, MEARNF T —RIRME, DL
PEGRETR, 5 2 AR R BR D
i A fin % disas read_six_numbers, ArF T RREIL g LH .
KIZPREL N ERWH T sscanf BREL, HBJUTHIL T 5P B—5 4 11l gn Sl Hidik

0x402961. %A x /s 0x402961 B EEINE.

(gdb) x /s 0x402961
: "%d %d %d %d %d %d"

14.0x402961 4 FFF 5
Mk B scanf PRV A 2 BTAOAS AL ZAFER 158 A], I phase_2 T 24 A 7SN 2E%L.

2. #2541 phase_2 PE%L
WEHTIE 14, HES T T4

B | CHRRIBITE | BEEX #x
1 25 AR, B NMEF N BRI N A 7SN T
2 30—36 BE—NmAEN 50K F—NENE N1 >=0
£ n1>=0, Eﬂk%éum 7. TBIE, Rz
173 36 17, 1BIE
3 41-74 Yrbp 1’!57'91%}_ EARMVTEET Yebx TERTTEL | BT




2 (<=6) , hEFIMRENEE WIS PEEIRSCIL T HIBTX AN RS A
—/NEEH 1, 2, 3, 4, 5 HET
41-44 Lirbp FEEE—NEIAEL (%rsp) |, %ebx=1 | TEERBIAIFIGALL
FHAITER
49—51 Yeax=1Z % N\ EL+%ebx 1EIMER]
54—59 EEE T — M A\ B S Yreax HIdT RS RIE
EEER kLR 64 T8RS, BEABFNIT | 0xdrbp) A T—PMaAEL (int B, 1R
59 FT1RXE BEHN4)
64—67 %ebx++ (T14X) . Yrbp FEE F—PMRIAEL | EIEE
71—74 TTHEIE8<6. BkEEE) 49 fTHREEIR HIMTBIR S

3. BIEAT, PrbRBrBe HE
AT, A 01361015 (B—MHIAR=0 HZ(E R 1, 2, 3, 4, 5) , BB

PrER .

(M) Brig

Starting program: /students/20222110673/bomb102/bomb

Welcome to my fiendish little bomb. You have 6 phases with

which to blow yourself up. Have a nice day!

In 2012, BUPT offictlally started the construction of new ShaHe campus.

Phase 1 defused. How about the next one?
0136 10 15

That's number 2. Keep going!

B

Program recewved signal SIGINT, Interrupt.

15 IRBRONER 2 HE3E

3

1. BEFEILHAE S04
#y A\ A2 disas phase_3, B HIZEAEII .




(gdb) disas phase_3

Dump of assembler code for function phase_3:
<+0>: sub $0x18,%rsp
<H+H4>: mov %fs:0x28,%rax
<+H13>: mov %srax,0x8(%rsp)
<+H18>: xor %eax ,%eax
<+20>: lea 0x4(%rsp) ,%rcx
<+25>: mov %rsp,%rdx
<+28>: mov $0x40296d ,%es 1
<+33>: callq <__1s0c99_sscanf@plt>
<+38>: cmp $0x1,%eax
<+41>: jg <phase_3+48>
<+43>: callq <explode_bomb>
<+48>: cmpl  $0x7,(%rsp)
<+52>: ja <phase_3+113>
<+54>: mov %rsp),%seax
<+57>: jmpg  *0x4026a0( ,%rax,8)
<+64>: mov $0x90,%eax
<+69>: jmp <phase_3+130>
<+71>: mov $0x398 ,%eax
<+76>: jmp <phase_3+130>
<+78>: mov $0x23a,%eax
<+83>: jmp <phase_3+130>
<+85>: mov $0x41,%eax
<+90>: jmp <phase_3+130>
<+92>: mov $0x159,%eax
<+97>: jmp <phase_3+130>
<+99>: mov $0x25a,%eax
<+104>: jmp <phase_3+130>
<+106>: mov $0x20d,%eax
<4111>: jmp <phase_3+130>
<+H113>: callq <explode_bomb>
<+118>: mov $0x0,%eax
<+123>: jmp <phase_3+130>
<+125>: mov $0x26T ,%eax
<+130>: 0x4(%rsp) ,%eax
<+134>: j <phase_3+141>

<+136>: <explode_bomb>
<+H141>: mov 0x8(%rsp),%rax
<+146>: xor %fs:0x28,%rax
--Type <RET> for more, q to quit, c to continue without paging--c
<+155>: je <phase_3+162>
<+157>: callq <_ stack_chk_faileplt>
<+162>: add $0x18,%rsp
<+166>: retq
End of assembler dump.

16—17. phase_3 ;L ZR{LHD
KINZAEU IRt 5B 2 B read_six_numbers BAECH AHIAL, BIE T sscanf BRZY,
HAT—47H 3T Hhl 0x402961.

<+28>: mov $0x40296d,%es 1

<+33>: callq <_ 1s0c99_sscanf@plt>
188 sscanf BRELAITEAAL
A2 x /s 0x402961, #H WA 0x402961 ALLEAERT NZE .

(gdb) x /s 0x40296d

: "o5d %d”
19.0x402961 AL HIFFF &
PR, B B B A B
b, fE 48 ATHA T HAZES 7 WHE, fi<=7 BT X MERVE N WS B 57 1719
PR . TSP B 3 F7AE switch 47, H. case<=7.

$0x7, (%rsp)
<phase_3+113>

(%rsp),%eax
jmpgq  *0x4026a0( ,%rax,8)

20. Pkt




TAE PR
i ATE4 x /8xg 0x402620, LA 16 HEHIEH 8 NNTFEITHIE (FASINFEEICNAL 64 i1, HL
RTHARFNIRE; xg HBF, ANAFAT)

(gdb) x /8xg 0x4026a0
0x000000000040102¢ 06x0000000000400ff1
0x000000000040078 0x0000000000400f

0x0000000000401006 0x000000000040100d
0x0000000000401014 0x000000000040101b

21 BRERAR
SIRTRIAL, B NAFER TR R B HHE R switch BRERZ case FIAH, ARYET T EIRSH,

<+64>: $0x90,%eax
<+69>: ha
<+71>:

<+76>:

<+78>:

<+83>:

<+85>: $0x41,%eax
<+90>:

<+923: $0x159,%eax
<+97>: ot
<+99>: $0x25

<+104>: j

<+106>: $0x20d,%
<+111>: j

<+113>:

<+118>: $0x0,%eax
<+123>:

<+125>:

<+130>: 0x4(%rsp),%
<+134>: e <phase_3+141>

& 22:switch EREIAO
. A3AT switch PREIRACHS
IWELE 22 1551, HIRTFEZN TS case RS I,

BUR— AL (%rsp) A 0, HE 20 AIHNZESBE AR R, R T B S case 0
A (12517)

case 0 A HLEE 623 (16 #Efil: 0x26f) S5 A AL (0x40%rsp)) , AHHSE, BEEEH

141, BrEe=45K,
<+1255: mov $0x267T ,%eax

<+130>: cmp Ox4(%rsp) ,%eax
<+134>: je <phase_3+141>

[&] 23:case 0iE4]

. BIEETT, PRERE B = AET
ZAREIA 0623 (BB — i ABi<=7, 623 N case 0 IR mME) |, B HEPRR AT .

Starting program: /students/2022211073/bomb162/bomb

Welcome to my fiendish little bomb. You have 6 phases with

which to blow yourself up. Have a nice day!

In 2012, BUPT officially started the construction of new ShaHe campus.
Phase 1 defused. How about the next one?

0136 10 15

That's number 2. Keep going!

0 623

Halfway there!

ale

Program received signal SIGINT, Interrupt.

24 IRERBER 3 KEH



) BBt 4
1. BRGS0
Hy A4 disas phase_4, & ZREAIIL 4 ACHY

(gdb) disas phase 4
Dump of assembler code for function phase_4:
<+0>: sub $0x18,%rsp
<+4>: mov %fs:0x28,%rax
<t+13>8 mov %rax,0x8(%rsp)
<+18>: xor %seaX,%seax
<+20>: mov %rsp,%rcx
<+23>: lea 0x4(%rsp) ,%rdx
<+28>: mov $0x40296d,%es 1
<+33>: callqg <_ 1s0c99 sscanf@plt>
<+38>: cmp $0x2 ,%eax
<+41>: jne <phase_4+54>
<+43>: mov (%rsp),%eax
<+46>: sub $0x2,%eax
<+49>: cmp $0x2 ,%eax
<+52>: jbe <phase_4+59>
<+54>: callqg <explode_bomb>
<+59>: mov (%rsp),%esi
<+62>: mov $0x7 ,%ed1
<+67>: callq <func4>
<+72>: cmp 0x4(%rsp),%eax
<+76>: je <phase 4+83>
<+78>: callq <explode_bomb>
<+83>: mov 0x8(%rsp),%rax
<+88>: xor %fs:0x28,%rax
<+97>: je <phase_4+104>
<+99>: callq <_ stack_chk_faileplt>
<+104>: add $0x18,%rsp
<+108>: retq
End of assembler dump.

25.phase_4 JL 47 fLHD
WE LI, ST 340 BeAH L, A& B phase_4 H ] T sscanf BRZYL. iy A 62 x /s 0x40296d,

EEZNIEITAENE, RILTHEER AP REEL .
<+28>: mov $0x40296d,%es1

<+33>: callq <__150c99 sscanf@plt>

&) 26188 sscanf X

(gdb) x /s 0x40296d
: g d /du

& 27 .0x40296d 4MHIFFF B
FANEEZ S|, phase_4 WA T FrAEL funcd. %A disas funcd, BFHZ T RRABII gD,



(gdb) disas func4

Dump of assembler code for function funcé4:
%edi,%edl

<+0>:
<H+2>:
<H+4>:
<+6>:
<+9>:
<+11>:
<H+13>:
<+14>:
<+15>:
<H+17>:
<+19>:
<+22>:
<H+27>:
<+32>:
<+35>:
<+37>:
<+42>:
<+45>:
<H+47>:
<+52>:
<+53>:
<+54>:
<+55>:
<+57>:
End of assembler dump.

[&] 28 func4 ;L Z74LHE

test
G
mov

push
push
mov
mov
lea
callg
lea
lea
mov
callq
add
Jmp
mov
retq
pop
pop
pop
repz retq

<func4+47>

%es1,%eax
$0x1,%ed1

<funcd+57>

%12
%rbp
%rbx
%ses1,%ebp
%edi,
-0x1(%rdi),%edi

%ebx

<func4>

0x0(%rbp,%rax,1),%r12d
-0x2(%rbx) ,%ed1
%ebp,%es i

<funcd>

%ri2d,%eax

<func4+53>

$0x0,%eax

%rbx
%rbp
%ri2

WLER funcd, TE 22 17. 37 FT4FAE funcd RECAITA, LR & — IR,
2. HE—3/0H7 phase_4 PRSI funcd BRER
FXT phase_4 PRECHEAT T RANERER, K IR 43-78 1T /& 7 2 5 i A BT 4%
w/S | LRRBLTEH | B1EEX =F
1 43—54 ﬁﬂ%”_/\iﬁf\‘;& n2—2<=2, NIEVE, | 5MEXZH read_six_numbers FRELARE
BREER 59 17, RZIBLE sscanf BRECKE LM NN EAERE . B
& itk n2 %<—4 NBYRRFE LT, FrlL 43 1789 (%rsp) 2
i PN E 5
2 59—67 B7. BETNRANBDAMEANE—. B
TSR funcd
3 72—78 EbES funcd IR [E{E rax FIE— PN AEL Ox4 (%rsp) AE—PHINEL
=%, BT 8317, /BRMER. Rz
JEsE R IE

TEAT41 5347 phase_4 PRELZ HI,
RIBEREHE, MR ASEOTH eax MAME. HREERRE
BEANER 7T 5n2, 5nl k. HI,

b (S0 E 0x00000000004010db) B Wi, Hrl AE AR H

func4 JFEAHS .

3 RE:&EI\\\

HEFEA—DEIER n2 (<=4)

KB funcd B ACHS R K,  FRASAR S g i ) R R

FRE funcd MIEASEAE
, IFHE func4 FAIR o]

REME, FFHAEN R B




1 A2 break *0x00000000004010db, 5 B Wt f5 DARE B Yeax 1R [A]{H.

(gdb) break *0x00000000004010db
Breakpoint 4 at

29 1R BEWTR

iy A fiv4 info break, W S5 EL.

(gdb) info break
Num Type Disp Enb Address What

1 breakpoint keep y <explode_bomb>
4 breakpoint keep y <phase 4+72>

30 B RER

4. 5 F funcd X [WMH
i A2 run I81T7REF, TF phase_4 Ab%i A 1004 (100 HATE int L) . PUTENHZE S
&, A4 print $eax, FTEHIH funcd iRIBIE, S 132. 132 BISHTREAE —m ALK

Breakpoint 4, in phase_4 ()

(gdb) print $eax
$5 = 132

31:$TEN%eax AY1E
5. WIhizty, Prbrpy B AR
oA 132 4 GE— MR AECN funcd IRIE, 55 "M AK<=4) , BrEIULESIRER AL
.

Starting program: /students/2022211073/bomb102/bomb

Welcome to my fiendish little bomb. You have 6 phases with

which to blow yourself up. Have a nice day!

In 2012, BUPT officially started the construction of new ShaHe campus.
Phase 1 defused. How about the next one?

0136 10 15

That's number 2. Keep going!

0 623

Halfway there!

132 4

So you got that one. Try this one.

=G

Program received signal SIGINT, Interrupt.

32 1FBRITER 4 FEH
(73) BrEes
1. BRGS0
a5 A1 4 disas phase_5, A% REI gD,



WML, AL T string_length FRET Ay A FAFER K,

1, ABIE ZIEKE. NIRRT EZ M A KN 6 1747

(gdb) disas phase 5

Dump of assembler code for function phase 5:

<+0>:
<t1>:
<+4>:
<+9>:
<+12>:
<+14>:
<+19>:
<+22>:
<+26>:
<+31>:
<+34>:
<+37>:
<+44>:
<+48>:
<+51>:
<+53>:
<+56>:
<+58>:
<+63>:
<+64>:
End of assembler dump.

33. phase_b LA

[
s

o
sl

push
mov
callq
cmp
je
callg
mov
lea
mov
movzbl
and
add
add
cmp
jne
cmp
je
callg
pop
retq

$0

Sr
0x
$0
(%

$0
$0

°
sl

$0

o
6l

callg
cmp

je
callq

bx

d1i,%rbx
<string_length>

x6,%eax
<phase_5+19>
<explode bomb>

bx,%rax

6(%rbx),%srdi

x0,%ecx

rax),%edx

xT,%edx

0x4026e0( ,%rdx,4),%ecx

x1,%rax
di,%rax
<phase 5+31>
x34,%ecx
<phase 5+63>
<explode_bomb>
bx

o)
FrREE R 6, BkEEF] 19

<string_length>
$0x6 ,%eax

<phase_5+19>

<explode_bomb>

34 :string_length BREYL

2. M7 phase_5 PREX

T 19-58 17,

X2 MR

B | LHRRIBTEH | BEEX #E
1 18-22 Yrax F5EFFTEE TR RIIE 1L
Y%rdi=%rax+6 Y%rax , Y%rdi, %rbx ZEiX BEREFERFH
HHA9FEST, Hrhwrbx 76% T HIAFTT S
RUFEETHBIE . Yrax, %rdi FITHEERREX
B9TTEL, BRI (48 17)
2 26 Y%ecx=0 TEIRRTHIVIEA1L
Yecx FTTFIETRIA R AYANER sum (37
1) . =E#HTEE (53 17)
3 31 MUrax PHEIFFF R, BFFESNFTDHH | BRED
{BH ascii BIFERELT . BMTTE AY%edx
4 34 5 oxf #7528 . RIREB%edx FMEEAL. | TBIMES
HiE 0

4

S M E| 37 4TI,

X FZE—™ int Z4402H .
B A2 x/16xw 0x4026e0 (xw NHLY:, VUNFTT) |, RGBS NE.

RILBLAN T T NAER 0x4026e0+4*%rdx FME. FEIRIRFE U NF3T, I




(gdb) x /16xw 0x4026e0
<array.3599>: 0x00000002 0x0000000a 0x00000006 0x00000001
<array.3599+16>: 0x0000000c 0x00000010 0x00000009 0x00000003

<array.3599+32>: 0x00000004 0x00000007 0x0000000e 0x00000005
<array.3599+48>: 0x0000000b 0x00000008 0x0000000f 0x0000000d

35. 0x4026e0 AMAYETZE
AJ A, array[0]=2, array[1]=10, array[2]=6, array[3]=1 (3] .

3. HE— M1 phase_5 %L
AREEHT 38-58 17+

s | LHREBETH | B#1EaX =1
5 37 Y%ecx+=array[%rdx] RN
44 Yrax++ 1EINER
3 48—51 EeBrax F%rdi, EREAEFT 6 gRiRE | KA4HIMT
32 TTEREERER
4 53—58 # 6 Rakecx RIMFT 0x34, YEHBLIN | BELTEIR, HBNESSHEER
73

H_E SO BT AT HE T R 7 SR AN FAF, XA TFAFE ascii FE A8 R S A HAUE.
XAAMMEM Oxf AT HEHE, (URE TR, #E, XNMEUER MARUIT array 041
RN, HAGET 52 (0x34) WHIERUSIIHRER.

BT FAMEA array[1], H/NMEN array[0], 10%5+2=52, 1A1F#5F. 1 KR 0001, O X
0000, #rif] ascii A FNPIAIE A HIE:

01110000
01110001

i FF
P
q

4. WIEAT, PRERMBLAKER]
S qqaqap (IAIEST 52) , B BRI KESRPRIG L),

Starting program: /students/2022211073/bomb102/bomb

Welcome to my fiendish little bomb. You have 6 phases with

which to blow yourself up. Have a nice day!

In 2012, BUPT officially started the construction of new ShaHe campus.
Phase 1 defused. How about the next one?

ORISBE6810815

That's number 2. Keep going!

0 623

Halfway there!

132 4

So you got that one. Try this one.

q9qqq9qgp

Good work! On to the next...

(e

Program received signal SIGINT, Interrupt.

36 IFBRINER b KESE

(£) BrEeos
1. EHILGH 581204




iy A\ A2 disas phase_6, AFHZEAEII g,

(gdb) disas phase_6

Dump of assembler code for function phase_6:
<+0>: push  %ri3
<H+2>: push  %ri2
<H+4>: push  %rbp
<+5>; push  %rbx
<+6>: sub $0x68,%rsp
<+10>: mov %Ts:0x28,%rax
<+19>: mov %rax,0x58(%rsp)
<+24>: Xxor %seax,%seax
<+26>: mov %rsp,%rsi
<+29>: callq <read_s1ix_numbers>
<+34>: mov Srsp,%ri2
<+37>: mov $0x0,%r13d
<+43>: mov %ri2,%rbp
<+46>: mov (%ri2),%eax
<+50>: sub $0x1,%eax
<+53>: cmp $0x5,%eax
<+56>: jbe <phase_6+63>
<+58>: callq <explode_bomb>
<+63>: add $0x1,%ri13d
<+67>: cmp $0x6,%r13d
<t71>: G <phase_6+134>
<+73>: mov %ri3d,%ebx
<+76>: movslqg S%ebx,%rax
<+79>: mov (%rsp,%rax,4),%eax
<+82>: cmp %eax,0x0(%rbp)
<+85>: N <phase_6+92>
<+87>: callq <explode_bomb>
<+92>: add $0x1,%ebx
<+95>: cmp $0x5,%ebx
<+98>: jle <phase_6+76>
<+100>: add $0x4,%ri12
<+104>: jmp <phase 6+43>
<+106>: mov 0x8(%rdx) ,%rdx
<+110>: add $0x1,%eax
<+113>: cmp %ecx,%seax




<+115>: jne <phase_6+106>
<+H117>: mov %rdx, 0x20(%rsp,%rsi,2)
<+122>: add $0x4,%rsi

-—-Type <RET> for more, g to quit, ¢ continue without paging--c
<+126>: cmp $0x18,%rs i
<+130>: jne <phase_6+139>
<+132>: jmp <phase_6+159>
<+134>: mov $0x0,%es 1
<+139>: mov (%rsp,%rsi,1),%ecx
<+142>: mov $0x1,%eax
<+H147>: mov $0x604210,%edx
<+152>: cmp $0x1,%ecx
<+155>: ig <phase_6+106>
<+157>: jmp <phase_6+117>
<+159>: mov 0x20(%rsp),%rbx
<+164>: 0x20(%rsp),%rax
<+169>: 0x48(%rsp),%srsi
<H+174>: %rbx,%rcx
<H+177>: 0x8(%rax),%rdx
<+181>: %rdx,0x8(%rcx)
<+185>: $0x8 ,%rax
<+189>: %rdx,S%rcx
<+192>: %rsi,%rax
<+195>: <phase_6+177>
<+197>: $0x0,0x8(%rdx)
<+205>: $0x5,%ebp
<+210>: 0x8(%rbx),%rax
<+214>: %srax) ,%eax
<+216>: %eax, (%rbx)
<+218>: <phase_6+225>
<+220>: <explode_bomb>
<+225>: 0x8(%rbx),%rbx
<+229>: $0x1,%ebp
<+232>: <phase 6+210>
<+234>: Ox58(%rsp),%rax
<+239>: %fs:0x28,%rax
<+248>: ' <phase_6+255>
<+250>: <_stack_chk_faileplt>
<+255>: $0x68,%rsp

<+259>:

<+260>:

<+261>:

<+263>:

<+265>:
End of assembler dump.

37—39.phase_6 ;L 4R
B . BT RGN A2 Be AU 2 3 AR N T -
T JH eR Y read_six_numbers, UiHIEHI AL 205, AR AW AR S50
<=6 HAMHSE . A0 LA N HENRIE.
2. AREHERL N
MR, W B A — DX AR ik

<+147>: mov $0x6042f0,%edx

40. phase_6 By 147 7
1A x/64d 0x604260, T DAZEA EHBALTT I 64 AN 1510 AR B304k, F— TP I HY

B dFoR, HEMEEE, FoA x/64u 0x604210 R ERIEE, WizsE, HRIASE



TEEUE, g AE 2 DA unsigned FmH.

<nodel>:
(gdb) x/64d 0x6042f0
<nodel>:
<nodel1+8>:
<node2>:

<node2+8>:
<node3>:
<node3+8>:
<node4>:
<noded+8>:

[elclololoNoNolol
OhrhoWONODE
[ellclloloolololol
[oNoNoNoloNoloN ol
[cllclolofoN ool

41 I SEELNEE 0x604210 LR H
PRTEBREE, KA WAFHAAES A node.

(gdb) x/128u 0x6042f0
<nodel>:
<nodel+8>:
<node2>:
<node2+8>:
<node3>:
<node3+8>:
<node4>:
<node4+8>:
<node5>:
<node5+8>:
<node6>:
<node6+8>:

[clclocloNoNoloNoNoN ool o)
OCOOUOLODWONOD R
farfi{an)i{anilar] Jan] (<] (wo] (o) erji ar)i{arfi{ar)
%OGOOOOOGOOOG

[
N

<user_password>:
<user_password+8>:
<user_password+16>:
<userid>: 50

==
@
(G200,
[ceRNNoNolloNoNoNololololoNoNoNol
~ ©

(2}

O
[oc]

42 TR SEERAEE 0x604210 LA E

> node N 16 7Y, MRICHAIINE, M — DB (RIFHY) 8 int,
RIgs B, JEU N 1-6, RS . 2R\ 245 5 next 85T

PG, FRATAT DASE DT 2 A CRS (50 T BRI B R 4514
3. HE—orHr

WERERE, ZERAE N LRSS 1. LU R IR B o it
17Ty, ST P R4 R

THEHRE RN 2B 42 SH—51507 R nl, % 3K n2, value=n1+256"8, 15F|Ean

iy
B/= 1 2 3 4 5 6
HIEENE 617 158 430 84 549 246
FHEHEFIRF 5 2 4 1 5 3

R, AT RO LA, A 426316,
4. JWEEtT, PRERGT BN
ZilEA 426315 JHFHEFER) |, BrBOSKERIRERI).




(gdb) run

The program being debugged has been started already.

Start i1t from the beginning? (y or n) y

Starting program: /students/2022211073/bomb102/bomb

Welcome to my fiendish little bomb. You have 6 phases with

which to blow yourself up. Have a nice day!

In 2012, BUPT officilally started the construction of new ShaHe campus.
Phase 1 defused. How about the next one?

0136 10 15

That's number 2. Keep going!

So you got that one. Try this one.

gq4qq9gp

Good work! On to the next...

426351

Congratulations! You've defused the bomb!

Your 1instructor has been notified and will verify your solution.
[Inferior 1 (process 1390799) exited normally]

43 3FBRITER 6 XE5E

(\) BT B
1. FHRIEATTH
TEMER BB, FATEELH] T phase_defused PR, BAEZGd T— BNt PR 5 F AT AT DAXS
Hotb—2 7t

(gdb) disas phase_defused
Dump of assembler code for function phase_defused:
<+0>: sub $0x78,%rsp
<H4>: mov %fs:0x28,%rax
<+13>: mov %rax,0x68(%rsp)
<+18>: xor %eax ,%seax
<+20>: mov $0x1,%edl
<+25>: callq <send_msg>
<+30>: cmpl  $0x6,0x202fa5(%rip) # <num_1input_strings>
<+37>: jne <phase_defused+148>
<+39>: lea 0x10(%rsp),%rs8
<H+44>: lea 0xc(%rsp),%rcx
<+49>: lea 0x8(%rsp),%rdx
<+54>: mov $0x4029b7,%es1
<+59>: mov $0x6048b0,%ed1
<+64>: mov $0x0,%eax
<+69>: callq <_ 1s0c99 sscanf@plt>
<+74>: cmp $0x3,%eax
<+77>: jne <phase_defused+128>
<+79>: mov $0x4029c0,%es1
<+84>: lea 0x10(%rsp),%srdi
<+89>: callq <strings_not_equal>
<+94>: test %eaX,%seax
<+96>: jne <phase_defused+128>
<+98>: mov $0x402818,%ed1
<+103>: callq <puts@plt>
<+108>: mov $0x402840,%ed1
<+113>: callq <puts@plt>
<+118>: mov $0x0,%eax
<+123>: callq <secret_phase>
<+128>: mov $0x402878,%ed1
<+133>: callq <puts@plt>
<+138>: mov $0x4028a8 ,%ed1
<+143>: callq <puts@plt>
<+148>: 0x68(%rsp),%srax
<+153>: %fs:0x28,%rax
<+162>: j <phase_defused+169>

<+164>: <_ stack chk_faileplt>
<+169>: add $0x78,%rsp
<+1]3: retq

—-Type <RET> for more, q to quit, c to continue without paging--c

End of assembler dump.

44—45 . phase_defused BFREUC 4R 1LHL
WELF] 69 1714 sscanf FREL, i AFE2D x/s 0x4029b7, 1§ 2 Bl —FEVT [ BT JLATAH 3¢ iy kR



(gdb) x/s 0x4029b7

: "5sd

46.0x4029b7 4h P45
BRI T AT M2 R B A— AR . IHIETA T DA 5 = o5

F I Z 5 NIXASTFAFH.
TF 89 FTIMAFAE — TR LR R, Fr AFE2 x/s 0x4029¢0, 17170 1l JLATAH 5 i itk A .

(gdb) x/s 0x4029c0
- “DrEval’

47 .0x4029c0 AFFF R
FHRIFT 2 AR 755504 DrEvil.

N 2:ﬁ& /f\ﬁéﬁiﬁﬁEx
F—IREN, RAER = RZIEMA TR, ERIFEA B 56 A X 5
VNN RS S

(gdb) run

Starting program: /students/2022211073/bomb102/bomb

Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

In 2012, BUPT officially started the construction of new ShaHe campus.
Phase 1 defused. How about the next one?

© 136 10 15

That's number 2. Keep going!

0 623 DrEvil

Halfway there!

132 4

So you got that one. Try this one.

qq949q9p

Good work! On to the next...

426351

Congratulattions! You've defused the bomb!

Your instructor has been notified and will verify your solution.
[Inferior 1 (process 1436877) exited normally]

Bl 48 F—RZWHAN (KIK)
(gdb) run

Starting program: /students/2022211073/bomb102/bomb
Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

In 2012, BUPT offictally started the construction of new ShaHe campus.
Phase 1 defused. How about the next one?

0h1 36110815

That's number 2. Keep going!

0 623

Halfway there!

132 4 DrEvil

So you got that one. Try this one.

q9999p

Good work! On to the next...

426351

Curses, you've found the secret phase!

But finding 1t and solving it are quite different...

e

Program received signal SIGINT, Interrupt.

& 49 B RZHAN  (ATh)

3. AAEILMIE 5820



Fy A f4> disas secret_phase, #r& ZREAIIL 4m S,

(gdb) disas secret phase

Dump of assembler code for function secret phase:
<H0>: push  %rbx
<+1>: callg <read_line>
<+6>: mov $0xa,%edx
<tH11>: 11[0}% $0x0,%es1
<+H16>: mov %rax,%srdti
<+19>: callq <strtoleplt>
<+24>: mov %rax,%rbx
<+27>: lea -0x1(%rax),%eax
<+30>: cmp $0x3e8 ,%eax
<+35>: jbe <secret_phase+42>
<+37>: callqg <explode bomb>
<H42>: mov %ebx ,%es 1
<H44>: mov $0x604110,%ed1
<+49>: callq <fun7=>
<+54>: cmp $0x1,%eax
<+57>: je <secret phase+64>
<+59>: callqg <explode_ bomb>
<+64>: mov $0x402678,%ed1
<+69>: callqg <puts@plt>
<+74>: callqg <phase_defused>
<+79>: pop %rbx
<+80>: retq

End of assembler dump.

50 secret_phase JL ZgfLHD
KINEBE R T FrR%L fun7, HiATE2 disas fun7 &F .

(gdb) disas fun7

Dump of assembler code for function fun7:
<+0>: sub $0x8,%rsp
<+H4>: test  %rdi,%rdi
<H+7>: je <fun7+52>
<+9>: mov (%rdi),%edx
<H11>: cmp %es1,%edx
<+13>: jle <fun7+28>
<+15>: mov 0x8(%rdi),%srdi
<+19>: callg <fun7>
<+24>: add %seax,%eax
<+26>: jmp <fun7+57>
<+28>: mov $0x0,%eax
<+33>: cmp %es1,%edx
<+35>: je <fun7+57>
<+37>: mov 0x10(%rd1i),%rdi
<+H41>: callqg <fun7>
<H+46>: lea Ox1(%rax,%rax,1),%eax
<+50>: jmp <fun7+57>
<+52>: mov $OxTFffffff,%eax
<+57>: add $0x8,%rsp
<+61>: retq

End of assembler dump.

51.fun7 JC4RLAD
4. M7 fun7 FI secret_phase PRZX



e — IR, BTG
B AT — 4845t root HEHHIE x:
TSR root FR 1A HIMH=x, EHIRM 0
IR root FEMIIE>x, root+=4, R[AI{H%eax Fg Z*2;
IR root FEMIAIfE<x, root+=8, IR[EI{E%eax F5E*2+1.
J34b, TE secret_phase {I g URS AR AFAEIX R —NREIRRY HLIL -
<+44>: mov $0x604110,%ed1

52 :secret_phase L ZRALEE 44 17
BIATES: x Huhk. @ 37 ARSI H, BIRIMFE &8 10, SEEUAA RO

X 6041600

f Cannot access memory at address 0x5c¢3000
0x604110
<nl>: 0x00000024
0x604120

<nl+16>: 0x00604150
0x604130

<n21>: 0x00000008
0x604150

<n22>: 0x00000032
0x604170

<n32>: 0x00000016
0x604190

<n33>: 0x0000002d
0x6041b0

<n31>: 0x00000006
0x6041dO

<n34>: 0x0000006b
0x6041f0

<n45>: 0x00000028
0x604210

<n41>: 0x00000001
0x604230

<n47>: 0x00000063
0x604250

<n44>: 0x00000023
0x604270

<n42>: 0x00000007
0x604290

<n43>: 0x00000014
0x6042b0

<n46>: 0x0000002f
0x6042d0

<n48>: 0x000003e9
0x604210

<nodel>: 0x00000269

53.0x604110 RTFHIE
MBI — U, AP B — A 584 U
Zond fun7 eRECY A B IASR AR, RRPFREMEAY 50, W] DA L FTA R R A SRR,
5. WIEAT, PrBREEBIT Bl
SldA 50 (THFHPTFEE ) |, BOBBT B R IRIR T .




Starting program: /students/2022211073/bomb102/bomb
Welcome to my fiendish little bomb. You have 6 phases with
which to blow yourself up. Have a nice day!

In 2012, BUPT offictlally started the construction of new ShaHe campus.
Phase 1 defused. How about the next one?

0136 10 15

That's number 2. Keep going!

0 623

Halfway there!

132 4 DrEvil

So you got that one. Try this one.

q9999p

Good work! On to the next...

48268385 8

Curses, you've found the secret phase!

But finding i1t and solving it are quite different...

50

Wow! You've defused the secret stage!

Congratulations! You've defused the bomb!

Your instructor has been notified and will verify your solution.
[Inferior 1 (process 1500912) exited normally]

54 . 158k secret [T ER MEGE

ﬂ A JE\%%%

N WARFEH
TESEMAV SRR, F B 505 DA F 4 LRI A e e

Beoh, FiLZ% 7 LA R

TEFRSZHIRE P, AR A A B AR Tk T IR S5 N4,

FRARALSE AL T AR SR B LA_E 5T 2 SMA BT AR, it soit. g, 1S .
T AEHINE, A VA_ D7 TRRAT A 5 BAE —E RE B EPRAR T SR E L, W] RESE S 7).
FMARME AN, AERIREAS I S, b2 F LS e,
FAREEAZmF— R (WG R AE S AT X R PR, A X

% ZEREREN.
o5 XA FE P T E T IR S LA T LR GE i 1L H s 1T
O EHINE, VA BRSO AR PRER LTS 1k, i, X R SR IBTRE IR 0 203
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