hx7] 2.0

[i55& CSAPP) & 5%

) 2016-04-16 | 2019-11-11 | & CSAPP | @ 1415

AEBUCH 2 AMABHHE—EE TIFRIYe? FmBRIEESE, MISENEHA? RIFMTEHRIA
EEWE? X—HBRIEE— T RImFFEENRNE, R RS/ L.

FRINE

[ESETE

o T RIS

o S HIRF: - TRENEIRRNAFME SRR

o R YSESEEFMMN - I=Hlim. SRR, ZPXiEH
o & NE5%EF - RMEERSEFH

o B iHZE - TEAVHBNIHE

o 0 REEHR - FEEEANTIRSEE

o i REWNEE - BALEARNASTLAOZEI AR/

o X ENAESHEAFSE - AT ENPAFRIZER

o il WEBIRIE - NRIFIRERFARIEFNSRIE

o R FHITERY - hETIFPEEERIR MR

o SUIGHELE

o | Data Lab - i#8(F, #UEFRT

e Il Bomb Lab - i[%, kiS5 gdb

o Il Attack Lab - J@iREIHFEKEHER

o 1V Cache Lab - SEHI—MEFRFRINETE
e V Shell Lab - 3CI— shell

e VI Malloc Lab - SLH— 1 aISHTFSED



e VIl Proxy Lab - SClI— 1 EZE&tEm R FHIIEIRSS ==

FIHR

1. R NRARRERET BN T TN SHSIR B Z BIFEE T RIS R
2. IBMRImIFEIITE

3. IRk, STHERERNERERD

4. BREERERR

5. Bfi# Library Interpostion B9HLHEI R S LA REIRISEEY

(ERSEMFFRIME(DERSE, BEE A7) NElER, HXLRETASASHNER. 3
R, ERNEE, —FTREFISHERTITEIRENBLITEIE, BRZFHIKITLEAR
H, A7 #EECHRIERNA—LERATT ETIRRITIERRY, SRETERSFEEEERN
FHRRIEEMDBAE. B, TERREREREMHEESR, HYUBIFRNSERITIME
#l, MRTEERE, THRBEKITKEH IDE T, IDE RYF, EEAIRAEEHAEIOKH, BEES
ENZER T #YE, liaREEECH.

iE
CIESBRERNNBFTITINER, SERKE LA m— R SIS

o TROLEEZE: 5 CIESMMB(da.c) &bk da.i 3Xf4(jgec -E), MR FFEDS cpp
o FWiFdR: CIESMHE(dac, wang.o) 2 dRiF2FAILIE (gee -0g -S) LR MA R (das,

wang.s) ccl

gcc -c main.s
o iCmz8: ILYRICRS(da.s, wang.s)2TiCmasHIRtIE(gec B as )R /IXISRIER(da.o, wang.o)
o HHERE: WHFERF(da.o, wang.o) AR AT ERSE (lib.a)Rid fEE s a0 B (gee B 1d )R
B ATt EN AT HATRIRER

o MNE=E: BrITIERIIEEIAFFHHEHITHIT, loader #0 1d-linux.so
WIERIEREZRRER (FZRPR) | N2 TaiE B Lo, BeSESIESHIRAI
BEERAYI LS. X mIF IS N EEMER:

F M ERETENE, EIENRRENRZEHT. BB RIESNEE 4 FRITR
WIS HRIEMFEHHINE. EERUTILSERIE:
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1. REMIEL, Wl #define a b XMPIES, MmEMEBMNERBERFTRIFAE a A b &
i, BIEAFTHEEEN a WAEEE, X8 #undef , WBBIBNENERIEN, FLUEZ
ERRYHIN A B R

2. FHImFIES, 0 #ifdef, #ifndef, #else, #elif, #endif &, XEHIESHISINGEEIE
FRETLAIBITE N A RN AR ERFEFIPLADHTEE, MmFREFRSREE XN
%, BEREALEREIDIEE

3.k XHEAIES, W #include "FileName" , IZIBSRELIFIIENAAEIMNZI SR
ERTIH A, LMERITE RS 2 H TR

4. RS, TRl LURBI— SRR S, FINERERFEIAY LINE FRRSHERE
SRITS (TiEHEE) |, FILE MR N SRIEmIFIICIRIZEFRISTR. mFERFXTHER
ERHHINXLRERSERNER TSR

AXHHIBRIEER AT EREENATURENARNCRERER, XERESHFIEMRD
R, SKHEZEMNANT :

1. BRI S SM -1 FHa
2. SAfRIKIMEZTE C_INCLUDE_PATH, CPLUS_INCLUDE_PATH, OBJC_INCLUDE_PATH ISTEHIERER
3. B ¥ B iAN B & (/usr/include, /usr/local/include, /usr/lib/gcc-1ib/i386-

linux/2.95.2/include =£%)

BIANMEREE. MU, RFEFMERELFMEEIREZo TG LD, EWARRE
RESEMEIEZINZ S, BEEENENRIFERERTEC R,

iLgmsElr LigiCYRas (as)iBiLmES NISEIEA BIr 288 THITE. Bir 4 ATEAI L
B FEFFINERIIERESAE. BRXMHEREN. BE—1TBRXGHEDEFRD

Eg:

o (URBER: ZERPATESNTERREFIVES. ZR—REMENIHTH, E—RAIFS
o HiER: FEFERTERINSMERERESFFSIEE. —REEREZEAE, U5,
A HATRY

HAIRE—TEENOT, RIRFENEX AR MBI, E main REVFRTB— 1R

sum:

1 // XM main.c
2 int sum(int *a, int n);
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int array[2] = {1, 2};

int main()

{

int val = sum(array, 2);

O 0 N OO U1 b W

return val;

10}
11
v

13 // XM sum.c
14  int sum(int *a, int n)

15 {

16 int i, s = 0;

17 for (i = 0; 1 < n; i++)
18 s += a[i];

19

20 return s;

21}

AR TEAYE < FRIFT:

1 linux> gcc -0g -o prog main.c sum.c

2  linux> ./prog

RiZRRLIR LD BImEARARRGRAIE, £ .o X, BB HEEE—EE Linker
HiEes, BIOURETEMR:
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main.c sum.c

l l

cpp, cc1, as cpp, ccl, as
main.o SUmM.o

l l

PE3EZS Linker(ld)

l
Prog

REBTHXETMISNGE, WETENLLETISTERI, BFREBHHEES,

HEEE LA
ot LS

BITANRE.

o RHULAEER. HIITLUBERSHEITENIRAES, MAR— I EXRRIES, X
meRAVIF R LAS FENAITHEE/E, 751 Math library, standard C library.

o WEAEER., BB RFTEEHmFNMUG, BEAZRE, mEBIREFD
AILARIRRRRE, fRUETERHITAR (TEZE)



HHERR T A?

FEARMRIFEE
$—%: FS##th Symbol resolution

HMNEREFSFPEERRY, ZESBERZERERE, MBI SFRHSRRFENSE
(symbol table)dr, MfFSRERFERICRFLEMRT object XHF (BHE .o ) . #F
SRLRER—NEMIREE, B— P TRESBR. KMIFFSHINE.

7£ symbol resolution HER, FHERSEB NI SNE— TMH—NFSENX, BIESHNNGS

AR,
S ETE(I Relocation

X—Z TR TAERIER D AU CRBREHE H BB — 1, SERAGE .o XHEHRYHE
XS RAERTHUTIEFRIERINE, FRELEFYNASIAMAS (FeEREFviuE)

EERREXWSM TIEZE, SoEIRfE N E/L MR,

=TSR
FMBAITSS LA (Object File)SEhR E2— MR, BURIEINT=FAL:

o TJEEMIB#RNX{4 Relocatable object file ( .o file)
o BN .o XHEERBRMNE .c B mEsTliLmeatnk, SENBMEEE, =LA
SEMRTEEM BirXFEHEIE— i TE =R Binst
o AIHITHIRS4 Executable object file (a.out file)
o HpERERRAR, L EEBEEINERNBRNFFHFTAHERITHING, SERAIEHIE
1=
o HE BN Shared object file ( .so file)
o £ windows F#FRA Dynamic Link Libraries(DLLs), ES457RA9ATEEM BIRS4,
B LA (BRSH = 2 B DO\ B AR S el DN B Bz AT (sh S HZ E) #ah SR EE!
RIEHATT

IR HFE

FERIN=FN S EEFH I, B Executable and Linkable Format(ELF), B, *
IHBENISFRA ELF binaries, BEARISFEININT
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ELF header

Segment header table
text B HRmIFI S
HEEEE

.rodata
.data EVBtNEEESE
bss KRN EREE
.symtab ek
rel .txt text PEBERAE
rel .data AEIRPS|AHEXNEREENFTRENES
.debug BTSSR, BERHEEEN

Section header table

TEDBINE—TZ1 85

o ELF header
o & word size, byte ordering, file type (.0, exec, .so), machine type, etc

Segment header table

o H& page size, virtual addresses memory segments(sections), segment sizes

text section
o XIBERYD

.-rodata section
o HUEHUESRD, Blanbkiezk

.data section

o YlrtNEREE

.bss section

o FAHHEREE

.symtab section
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o &%& symbol table, procudure #1 static variable names LA X section names #[I
location

.rel.txt section

o .text section WEE[IER
.rel.data section

o .data section NEELHM =R

.debug section
o B2 symbolic debugging (gcc -g) RIEE
Section header table

o 8/ section X/ IRBE

HERR LR LRAME=FARENMS, MNP AREERTRS :

o £BE Global symbols
o FEIRMERFEN, BafLAREMAIESIBRIMS, fIaNdFES C REFIFRFESERE

=

==X
o HMERTFS External symbols
o EFREREMS, EERETEHMER (BHMEEMAYRAE) PENR, ERFLIES
BItRIRF5| A
o AMFFE Local symbols

o EZRIEIRFEN, REEWIRIERS|IBINATS, FIIIRFSRENFSERRE

o 7¥&, Local linker symbol H#42 local program variables

e T EERA XN Bir S HRIEEREEMA IIZ. ATHITRIERS . sEEssrIOT(E
S SREITAEENL

F— FSiFtr Symbol resolution

BN RIIEAMF, NN EERANERES

// CAF main.c
int sum(int *a, int n);

int array[2] = {1, 2}; // Z& array fEibE X

o v A W N R

int main() // EXT—4aREE
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10 // sum HREE—N2REIH

11 // array FE— MR

12 return val;

13}

14

15 /) mmmmmmm e
16 // XfF sum.c

17 int sum(int *a, int n) // EX T —MEREH
18 {

19 int i, s = 9;

20 [/ iR s RREAE, FEEARIEAHIE

21 for (i = 0; 1 < n; i++)

22 s += a[i];

23

24 return s;

25 }

int val = sum(array, 2);

// val RJmEARE, FEREIFARIE

HATLIEE, #EEBRREIRFSHNEREE/RE, MNTHIRE—TLMA. REEIIKE
B RS R EN R SEERNXA:

o BEEMFFSRESREFELT
o BEfFSRERIRFIE .bss B .data &

ABINRE N REPEN T RBRIFSEESEARRE? 8%, RERSE .data LBoAFT—D
ASEERITEN, NRETE®R, MefEAtIASRTENSHE—RS, L TEfF

FHETE x, ATREERSRFE x.1 1 x.2

1  int f()

2 A

3 static int x = 9;
4 return Xx;

5 1}

6

7 int g()

8 {

9 static int x = 1;

10 return Xx;
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ABINRA N HFEX TRBIEFRER? BERFERIREMNA, HAENE, FEFS
BHEIEZRY:

o BfFS: HEFVIRHHNEREE
o TS RMMIUHNEREXE

BATTLAREE TEAGF

1 // Xt pl.c

2 int foo = 5; // ®fF5, CHILHENK

3 p1() { ... } // EFFS, R

4

S
6 // X p2.c

7 int foo; /] F8FES, KA

8 p2() { ... } // WS, KK

HE R R S T SHIRHERE T LA A :

1. FEEHIZ N ERAEERS, FAMSHITHEER
2. IRBREBAGEFSHISSTS, BFEETS, BERESTSE (KX dm
3. MERBZN TS, BEEE—

HNTLIEE TE/LMIF:

1 // X pl.c

2 int x;

3 p1() { ...}

4

S A e
6 // Xt p2.c

7 pi() { ...}

JER FECB AR TR RGRIERS, EEENS, FASHIEHERER,

1 // X pl.c

2 int x;

3 p1() { ...}

4

5 ) mmmmm e
6 // Xt p2.c

7 int x;

8 p2() { ... }
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LRI x SLhR EEFTIISS IBR— M ARDRARIEE, ARERMNRMATEE,

1 // Xt pl.c

2 int x;

3 int y;

4 p1() { ...}

5

6 /) e
7 /] X p2.c

8 double x;

9 p20) { ...}

FEXAMIFREE, X8 pl # p2 fEXRERELBRIEFTS, X p2 FRI x HITENAT,
FERAREESRINE p1 FEY y! BENHA? HLRERESR, L9 x LR ESIBRER—1
ik, 1 double T34 int RIS, ALy ®i [§Eie] 7.

/] A pl.c
int x = 7;
int y = 4;
p1() { ... }

[/ =mmmmmm e e
// X p2.c
double x;

p2() { ... }

O 00 N O U1 h W N P

XM FRIEIFFTSESIET, pl PHZER VRS, 2B/FS, FFLTE p2 $5|A
x BiF, SEfRERERIR pl1 hENMEBEENE, ME p2 & x & double 258, FrLI—BiH
178N, SCPRERL p1 & x 0 y #ZEIFM,

MXERIF, FIELEBEHEET RSB, BAMRNER T ERRITSEIRS]
A, AERRERTEEARXTTAIN, BEIERFIETHIIMR, MeHIAFESIERMTA, X
# bug —BHI, JIFEREEEERAIARRE.

EIEFATRT LIS R — R REZERIRIEEN:
MR, BREHRBERALREE
NR—EERARNE, FETE/LR:

o FABFTRE
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00 N O 1 A W N PR

1

o EX BT EMIRHEYIIRL
o FEfHF extern XEZF

—i &EE( Relocation
BEMANIREIVRER, KHERE, B TEMAUESHHREE, MELARTEEANSR
AR R HI TS

BERIESE 374 BT RIS
Relocatable Object Files Executable Object File
FEHRANE text header
RABUR .data \ REAHS
. main()
main.o lext
main() text sum()
intarray[2] = {1.2) | .data B2 RMMAE
il .data
SUM.o int array[2] = {1,2]
symtab
sum() text _J’ebug

HATMNCRABRIAEREERIMEZSRENE TN, BEZRRIES:

int sum(int *a, int n);
int array[2] = {1, 2};

int main()

{
int val = sum(array, 2);
return val;

HANET objdump -r -d main.o RIFFXNIMAITEEMNSGE, ATLABREIINTAYCHEA
fi5:

000000000V <main>:
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2 0: 48 83 ec 08 sub  $0x8, %rsp

3 4: be 02 00 00 @@ mov  $Ox2, %esi

4 9: bf 00 00 00 00 mov  $0x0, %edi # %edi = &array

5 a: R_X86_64 32 array # Relocation entry
6 e: e8 00 00 00 00 callq 13 <main+Ox13> # sum()

7 f: R_X86_64 PC32 sum-0x4 # Relocation entry
8 13: 48 83 c4 08 add  $0x8, %rsp

9 17: c3 retq

XBEATTLIERI, fmiFEsH relocation entry SEiriEARRARE (FREXXNMAIKBEENA

HFERE, MEBRLNE R EERAORRIE EXINAYSCRRATFIbIL)

EFeRkiEEZ IR 1153 prog XNMER, REIFE/RIRIFE objdump -dx prog BJLIEE:

O 00 N O U1 » W N P

10
11
12
13

ST A B EHIE EEX T, XBFERNEENMAE, thoik ox4e04de Y 05 00 00
00 WEBRLIrLERIRERE M —aEM EINLE ox5 , iR ox4004e8 , B) sum EEHIFFIE

&,

48
be
bf
e8
48
c3

00000000004004d0 <main>:
4004do:
4004d4:
4004d9:
4004de:
4004e3:
4004e7:

83 ec 08 sub  $0x8, %rsp
02 00 90 60 mov  $Ox2, %esi

18 10 60 60 mov  $0x0, %edi # %edi = &array
05 00 00 00 callg 4004e8 <sum> # sum()
83 c4 08 add  $0x8, %rsp

retq

00000000004004e8 <sum>:

4004e8: b8 00 00 00 00 mov $0x0, %eax

400501: f3 c3 repz retq

BIRHAREFRIR, KERIXER
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A AT R

Executable Object File — _ % AT
AEEINATE AFPRRAR
ELF header
BPE
Segment header table (3E{THS 6158 ) o %rsp HiEE
line ¢
Jdext -
HEEA MR X
frodata
.data 1
bss — <— brk
- - E(TRE
.symtab (malloc Bl3®)
.debug 1B/E IR ER
line (.data, .bss) TGRS
striab PB4 B ER PNG] AR e
Bt e e (.init, .text, .rodata)
| r
ection header table s

FEITMOEoMILA AT (EEtutivy) |, BRNENTEL (FTEiiR)) | X
BRI AEENEENIFERLZERA—HN.

FTEERER

EXLBNEFH-AEIRLSENRE, il H#FTE BAEBY AFEE FHRERFE
F, BAIERHAEACEIEEERERTE, BLATRENEE:

o RBIE 1: IBAMENREKEI—NEXMHF, BREERKIBX—BNARLEERIECHER
iR, XM A M AT RN S E)_E SR &R AR

o B 2: FANREHEIARENHF, HEFREXIHEBENRE, XMHIENERE
B, BRESTRGSEFRRIGINGRIET

8375 Static Library
EvicE RO AT R ATB A% EE (Static Libraries, |.a 7= archive files)

BSER—MIIMNIRMERENESR. FSENHRS, BEREa—HEFREEEES
&, ERNBAENSHEFEIRAS R, ERFPERRESRSEERSCERENFRERN,
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FHAER B RS LAR A LIRS (ERY AT AT, TR AR T S mIFE A AT S RIRE
Fr, ER—TMEFIERSEIZE (static build)

BRI EMEBARREIERY .o @ Archiver $3T&RA—1 .a 3X&. Archiver 3235 # 0%
1, MRBEREZD), RBEEHMRENIERD.

£ CESHEERNRE CinEES CHFE. CiRgEFE—RRILUEY libc.a KHT5IH, K

/N4.6 MB, BE 1496 NEXE, FEATRANGL. REDE. S50, FATHR0GE. B

{FEUEMSEE.. ERBENMENRBENHFIEE. CHZEETLUEY 1ibm.a K351/, A/ 2
, BE 444 PSRN, TEEREHFSIEENST (M=AEE. BXES)

HAIKE—TERKNGF, BECRE—1THEIZERE libvector.a, HPFEGIW MR

addvec #1 multvec , XE379:

1 // X main.c

2

3

4

5 int x[2] = {1, 2};

6 int y[2] = {3, 4};

7 int z[2];

8

9 int main()
10 {
11 addvec(x, y, z, 2);
12 printf("z = [%d %d]\n", z[@], z[1]);
13 return 9;
14}
15
16 /) ---mmmmm e
17 // X4 addvec.c
18 void addvec(int *x, int *y, int *z, int n)
19 {
20 int i;
21 for (i = 0; i < n; i++)
22 z[i] = x[i] + y[i];
23}
24
25 /) mmm e
26 // 3 multvec.c
27 void multvec(int *x, int *y, int *z, int n)
28 {
29 int i;

30 for (i = 0; i < n; i++)


lsy
Highlight

lsy
Highlight

lsy
Highlight

lsy
Highlight

lsy
Highlight


31 z[i] = x[1i] * y[i];

32}
BgiEr I TE:
main.c addvec.o
vector.h multvec.o
R SE S 1B
cpp, cc1, as Archiver(ar)
l 1 O
P& E (0] . . .
main.o libvector.a libc.a
R l 1 1
541582 Linker(Id)
prog

SEERHER AT HATII R
R RAARRHT NS | FIVR? ST

o PFESAIALTH .o M .a X
o FEIRET, HEP— D SRIREETSARIYIZR
o FERIFRY .o B .o XM, IHEIERIHRESIA

o BRI RATBIABE NMEITAYS I, N3RS

RARKRIRFER, LR E2ESIBREIIEIRN, iR EmEaSHNME, INFERRE
BR! RMDETEXMIF, XE libtest.o H5|HT 1lmine FEFHY libfun HRE, (F4ALL
NI -

1 unix> gcc -L. libtest.o -1mine
2 # bimXe Al HE2TEMS

3 unix> gcc -L. -lmine libtest.o
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4 libtest.o: In function "main:
5 libtest.o(.text+0x4): Undefined reference to ~libfun’

K, ERIZHHENRHE, MR libtesto PRI THMNEBEIA, TS -Imind 0%
¥}, BRUNRERISR, FE_FIEGF libtesto FEIZERA, MEHIHRARGIBOER. M
FREATRTLABEI— N B miEap SHIRIS:

ICE SRR R EE

H=PE Shared Library

FSEERAE, BRNERKRNAZERETNE— R, AEERENASEREHE,
— N EMRRDENEERLEE, BR 7TEXGTEHSENAEES.

INASHEE O LITE BN\ BIEHE YT (load-time linking), X2 Linux BUtREMGE, SHREiEH
es 1d-linux.so 5ok, tE75fatE C EE(libc.so) BEMENSHERR, XEEERIERAI Lt
ZE—1E, ARSI T,

ERANIZRIPIF, NRFAVERDNSHER, TEIT:
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main.c
vector.h

L

unix> gcc -shared -o libvector.s.™,

E SR addvec.c multvec.c
cpp, ccl, as |
libvectorso EEMER
AEE ! _
libc. s =

S SR maln.o ibc.so e

§54%23 Linker(Id)
2o pERERY !

AT R F"’fg

AT libvector.so 1Uh3

Loader(execve) libc.so 2R

| !
w5528 Dynamic Linker(Id-linux.so)

AFR T E BRI PTHAT R R

SR AT LA R P e A TRIRTIR5S Ak (run-time linking), fE Linux FfEf3 dlopen() #%
Ck5eRk (SERRETETT)  BEATOoMIRG, SHERkSsHsL. MEXZEEILIES
MNHIEERR, XEREFIFEURNFHIHRENEE.

HHEEERNTUBS M ERIHIERAINERR. FTLEREFRARMNEHT (9RiFE. A
ZITERENSR]) | IERREETTLAR BN T TR B 2 aT IRAVEIR.

I3 Library Interpositioning

XE—NMEEEREENEAR, BIITUEIX MALEEFETERRIEEREE, Lok
IR ERT malloc , FAIATLUEIT library interpositioning iLRFEHITEAIIE ENXAY
malloc MIAEINEESRI malloc,

EAXABE T EEMIEERAN, LR LEARBRIEERASE, a0:



o JmIEAT
o TEIRAT
o HN/iEfTHY

XA LAR FRTE

o TETH

o EMNH

o JNE
o Wil HE

o AJLAMEIRSEIELEGRAY bug
o IEiEFNEEMRE

o GEITERETEFERYREL

o FRMINTFIHER

o SEpHbiHCR

BE{RRIBIFRI LIS # Tutorial: Function Interposition in Linux, XEREBER,

[SHeS

X—ifth, HAINRENERATE, BIERIIGF T/ 73S I ERAEIRNRFIRAR, fEEE
BEEFSHETMNEEAR N EE, EitERNEM L, TJUAKRBHSERESEENAX3IB
ANERRICES, EREFRIEENE TETHHER Library Interpositioning K,

X—HALIEMERFEoIE, ZEERIIMNERENRIRESR, BRERIRIFRFENE

SERETRER TR,
SFTEH

o Chmi¥as. fhikas. NNHESIFRE
o EFSPEE

BRNE

o [iEE CSAPP] & RFIHLS
o [EH CSAPP] IX FHiT5REEP



o [i&5# CSAPP] Il MEELGmIE
o [i&58 CSAPP] %k M AFSIIEREFOE
o [i5& CSAPP] Ff Rt

o
Mk
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